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Foreword

“I'm sorry, Dave. I'm afraid | can’t do that.”

These words, spoken by HAL 9000 in 2001: A Space Odyssey (1968),
remain among the most memorable lines in science fiction. When astronaut
Dave Bowman attempts to disconnect the computer controlling the
spacecraft, HAL refuses, believing that preserving the mission justifies
overriding human judgment. What once seemed like imaginative fiction now
resonates in an era where artificial intelligence increasingly influences how
we work, communicate, create, and make decisions.

Long before Al became part of everyday conversation, visionary writers
challenged us to think critically about the relationship between humans and
intelligent machines. Isaac Asimov, in his 1957 novella Profession, imagined
a future in which knowledge could be instantly transferred, professions
predetermined, and computers deeply integrated into society. Yet the story’s
true hero, George Platen, succeeds not because information is handed to
him, but because he possesses something no machine can replicate:
curiosity, creativity, and the determination to think independently.

George ultimately discovers that his purpose is not simply to absorb
knowledge, but to create it. He learns through books, observation,
discussion, experimentation, and reflection. Asimov’'s message remains
remarkably relevant today. Technology may accelerate learning and
innovation, but meaningful progress continues to depend on human
imagination, critical thinking, and the courage to question established
assumptions.

These themes resonate strongly with the second edition of the Journal of IP
Professionals (JIPPS). This volume, titled The Digital Economy and the Law:
Intellectual Property, Technology, and Global Trade, explores the most
defining issues of our time. We stand at the intersection of intellectual
property, technological innovation, and global commerce, where success
requires more than expertise in a single discipline. It requires an appreciation
of how law, technology, business, and policy continually shape one another.

Artificial intelligence has transformed countless industries, including the
practice of law. Yet Al is, fundamentally, a tool. Like every transformative
technology before it, its value depends on the insight, judgment, and
creativity of the people who use it. The greatest opportunities will belong not
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simply to those with access to Al, but to those who can thoughtfully apply it
to solve meaningful problems, generate new ideas, and navigate the legal
and ethical questions that accompany technological advancement.

Intellectual property law plays a central role in this evolving landscape. It
provides the legal framework that encourages innovation while balancing the
interests of creators, businesses, consumers, and society. As new
technologies reshape how intellectual assets are created, protected,
commercialized, and enforced, the need for interdisciplinary understanding
has never been greater. Lawyers, policymakers, entrepreneurs,
technologists, academics, and business leaders must increasingly work
across traditional boundaries to address challenges that no single discipline
can solve alone.

The articles featured in this edition reflect that interdisciplinary spirit.
Together, they examine a broad range of issues at the intersection of
intellectual property, technological innovation, and global trade. They offer
thoughtful perspectives on the opportunities and challenges presented by
the digital economy while reminding us that careful legal analysis, sound
policy, and informed public discourse remain essential as technology
continues to evolve.

As you engage with the scholarship in these pages, | encourage you not
merely to read, but to question, analyze, and imagine. The future of
intellectual property will not be shaped by technology alone. It will be shaped
by individuals willing to think critically, challenge assumptions, and develop
creative solutions to emerging legal and technological questions.

The future belongs not simply to those who build powerful technologies, but
to those who understand how law, innovation, and human ingenuity can work
together to advance society and the public good.

| commend the Founding Editor, Daphne Mercy Ekpe, the editorial board,
and all the contributing authors for their commitment to advancing thoughtful
scholarship and meaningful dialogue in this rapidly evolving field. The
continued growth of JIPPS reflects the importance of fostering conversations
that bridge legal doctrines, technological innovations, and global commerce.

| hope this second edition informs, challenges, and inspires you. More
importantly, | hope it encourages you to continue asking difficult questions,
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exploring new ideas, and contributing to the future of intellectual property in
the digital age.

Happy reading.

Marc E. Hankin, Esq.
Founding Partner
HPL Intellectual Property Law
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Editorial

Journal of IP Professionals (JIPPS), Volume 2, 2026

Theme: The Digital Economy and the Law: Intellectual Property,
Technology, and Global Trade

The Journal of IP Professionals (JIPPS) proudly presents its second edition,
building on the foundation established by its inaugural volume and continuing
its commitment to critical discourse, interdisciplinary scholarship, and
practical perspectives on the evolving landscape of intellectual property. This
edition, centered on the theme “The Digital Economy and the Law:
Intellectual Property, Technology, and Global Trade,” examines how
technological transformation is reshaping legal frameworks, commercial
relationships, and the protection and regulation of innovation across borders.

The digital economy has fundamentally changed how businesses create,
distribute, and commercialize goods and services. Artificial intelligence,
digital platforms, blockchain, data-driven technologies, telemedicine, and
other emerging technologies have created new opportunities for innovation
while raising complex questions concerning intellectual property, data
protection, regulatory compliance, and international trade. As technology
continues to develop rapidly, legal systems must respond to emerging
challenges while maintaining an appropriate balance between innovation,
protection, and public interest.

This volume brings together eight contributions that explore these
developments from diverse legal and technological perspectives. The topics
covered include:

« Trade Secret Protection in Al-Driven Digital Markets, examining the
challenges of protecting confidential business information and
commercially valuable knowledge in markets increasingly shaped by
artificial intelligence.

« Human-Centered Al Governance for the Creative and Cultural
Industries, exploring approaches to Al governance that place human
creativity, cultural expression, and the interests of creators at the
center of technological development.

« Trademark and Copyright Enforcement in the Digital Economy,
addressing the evolving challenges of protecting and enforcing
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intellectual property rights in an increasingly digital and interconnected
environment.

« Telemedicine and Data Protection, examining the legal implications
of delivering healthcare through digital technologies and the protection
of sensitive data in an increasingly connected healthcare environment.

« Digital Trade Between the United States and Nigeria, exploring the
legal and commercial dimensions of cross-border digital trade and the
opportunities and challenges presented by the growth of the digital
economy.

« Technology and Space Law, considering emerging legal questions
arising from technological advancement and the growing role of private
and commercial actors in space-related activities.

« Cross-Border Data Governance in Africa, examining the challenges
of regulating data flows across African jurisdictions and the importance
of effective frameworks that support innovation and responsible data
governance.

« Blockchain-Enabled Supply Chain Finance and Regulatory
Compliance, exploring the potential of blockchain to transform supply
chain finance while raising important questions of transparency,
accountability, and regulatory compliance.

Although diverse in subject matter, these contributions are connected by a
common recognition that the digital economy increasingly transcends
traditional legal boundaries. Intellectual property can no longer be
considered separately from questions of data, artificial intelligence, digital
trade, financial technology, healthcare, and emerging technologies. Legal
frameworks must therefore be capable of addressing these intersections
while remaining adaptable to continued technological change.

The global nature of the digital economy also makes cross-border
cooperation increasingly important. Digital transactions, data flows,
intellectual property rights, and technological innovation frequently extend
beyond national boundaries. This is particularly significant for emerging
markets, where effective legal and regulatory frameworks can help facilitate
participation in global commerce while protecting local innovators,
businesses, and communities.

The Joumal of Intellectual Property Professionals (JIPPS) was established
to contribute to this evolving conversation by providing a platform where
scholarship, professional practice, technology, and diverse perspectives can
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intersect. As the journal enters its second volume, we remain committed to
publishing timely and thought-provoking work that connects legal theory with
practical challenges and contributes to the development of intellectual
property and technology law.

The editorial team expresses its sincere appreciation to all contributing
authors, reviewers, and supporters whose expertise and dedication made
this edition possible. Their contributions enrich the continuing dialogue on
how law can respond to technological transformation while supporting
innovation, protecting rights, and facilitating global commerce.

As JIPPS looks toward future editions, we welcome contributions that
challenge conventional thinking, examine emerging developments, and bring
perspectives from different jurisdictions and disciplines to the global IP
community. The digital economy will continue to evolve, and so must the
legal frameworks that govern it. Our collective challenge is to ensure that
these frameworks not only respond to technological change, but also enable
innovation, protect rights, facilitate responsible trade, and promote
meaningful participation in an increasingly interconnected world.

Adebomi Adekeye

Managing Editor
Journal of IP Professionals (JIPPS)
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TRADEMARK AND COPYRIGHT ENFORCEMENT IN THE DIGITAL
ECONOMY: PLATFORM MARKETS, LICENSING AND CROSS-BORDER
CHALLENGES

Daphne Ekpe

Abstract

The rapid growth of digital platforms and online marketplaces has
revolutionized the enforcement of copyright and ftrademark against
infringers. Copyright and trademark enforcement now transcends beyond
court centric mechanisms like injunctions, damages, and other judicial
remedies to now include platform governance frameworks, such as notice
and takedown systems and the use of algorithms. Unlike court centric
mechanisms, digital platforms’governance tools enable faster, cost effective
and borderless IP enforcement. Notwithstanding the significant benefits,
platform governance frameworks also raise certain concerns among which
are false positives. These governance tools have, however, not come to
completely replace statutory and judicial enforcement regimes, rather they
are requlated by relevant statutes in the US and EU, ensuring a multi-layered
enforcement system. This article shows the inter-relationship between
judicial, statutory and platform governance frameworks in trademark and
copyright enforcement. It concludes with extrapolating the practical

implications of their interconnectedness for IP practitioners and IPR holders.

Keywords: Trademark, Copyright, Digital Platforms, Platform Governance,
False Positives, Platform Markets, Online Intermediaries, Digital Economy,

Intellectual Property Protection.
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. The Digital Enforcement Landscape

One of the many innovations introduced by the technological development
of the 21st century includes digital platforms which serve as pathways for
borderless communication, creativity and monetization, information sharing
and intellectual property commercialization (Jacques, 2024). Through these
platforms, creative contents, branded goods, and innovative services are
marketed to the global economy. While this portends lots of benefits for both
creators and the global economy, it also presents significant and novel
challenges specifically affecting IP enforcement for trademark and copyright

holders.

Digital platforms have revolutionized the IP digital enforcement landscape,
increasing the proliferation of copyright and trademark infringements and
redefining IP infringement and enforcement from court-centric enforcement
to the use of platform governance frameworks (Asadi, 2023). This work
focuses on trademark and copyright infringements as specifically common
IP infringements to digital platforms. Without licensing, copyrighted contents
and trademarked signs and symbols can be easily uploaded and
commercialized across digital platforms by users who double as infringers
(Adu & Thomas, 2021). Also, the digital economy is cross-jurisdictional and
global in nature with no restrictions unlike the traditional ecosystem, making

IP enforcement increasingly complex.

The foregoing raises critical enforcement challenges touching the
effectiveness of platform mediated enforcement procedures, licensure
governance, and cross border enforcement. To resolve these questions, this

work sets out to examine the extant legislations, both local and regional,
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regulating IP enforcement in the digital ecosystem, as well as case laws

made to strengthen IP enforcement in the digital space.

Against this backdrop, this article proceeds as follows: section |l discusses
the need for a stronger trademark governance framework in platform
markets, including the integration of Al monitoring tools as trademark
enforcement tools, their merits and the connecting challenges. The next
section replicates the conversation for the protection of copyrights in platform
markets, highlighting the roles of licensing, industry specific regulations and
case laws in ensuring copyright enforcement in the digital market. Section IV
elucidates on the concepts of intermediary liability and private ordering
mechanisms, tracing the bases upon which market platforms may be jointly
responsible for IP infringements on digital platforms and the private
mechanisms these platforms may adopt to address such infringements. The
next section sheds light on the cross-border challenges affecting the
enforcement of IP rights on platform markets and recommends strategic
enforcement procedures to ameliorate such challenges. Section VI

concludes the article on a strong note.
Il. Trademark Protection in Platform Markets

Platform markets or digital platforms are the marketplace serving as the
intermediary connecting creators and sellers with consumers globally (Asadi,
2023). These markets help facilitate wide visibility for creators, brands, and
businesses, but also present risks affecting the protection of registered
trademarks, causing counterfeiting, consumer confusion, brand dilution, and
lost revenue (Asadi, 2023).
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Infringers majorly perpetrate trademark infringement on digital platforms
through listing products with protected signs and symbols without license. A
good example of such is the 2025 lawsuit involving Gas Drawls LLC, a
company founded by the late artist MF Doom and his wife, against Temu,
where the company alleged the unauthorized use of the artist’'s trademarked
name on some products listed on the platform (Levin and Keenan, 2025).
Such infringement can also take the form of building websites with domain
names that are eerily similar to trademarked words to confuse consumers,
dilute extant brands’ identity and divert traffic (Alhiniti and Amro, 2025).
Infringers can also sell counterfeit products under existing brand names
through digital platforms, thereby denting strong brand reputation (Alhiniti
and Amro, 2025).

To counteract this infringement and protect trademarks in the digital space,
extant legal frameworks and case law decisions afford trademark holders
certain strategies and means. A trademark can be registered across various
jurisdictions via a single application, under legal instruments such as the
Madrid System, which accommodates the protection of a trademark across
120 countries and counting (Pryzgoda, 2019). The EU Trademark Regulation
and the Organization Africaine de la Propriété Intellectuelle (OAPI) also
allows regional protection of trademarks following a single application

(International Trademark Association, 2021).

Despite the many advantages of global registration, the inherent territorial
nature of trademarks may limit enforcement. Countries may not be willing to
ratify instruments that permit international and regional enforcements. Also,
the requirements and principles inherent to the local laws of respective

countries may impede having a singular form of protection that is common
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to all, a good example is the usage requirement; which is non-existent in a
country like Nigeria, and in other countries where it is practiced, the term of

years of usage varies (International Trademark Association, 2021)

Case laws have also contributed to enforcement against trademark
infringements in the digital ecosystem, providing equitable reliefs to facilitate
and strengthen trademark holders' pursuit of remedies in the face of such
infringements. This was well accentuated in the case of Romag Fasteners,
Inc. v. Fossil, Inc., where the court held that the claimant seeking
disgorgement of profits for the infringement of its trademark need not prove

that such infringement was willful (Tillman, 2020).

Holders of trademarks can also monitor their brands proactively to easily
detect infringements through regular online searches, the use of platform
governance frameworks and the use of automated monitoring systems
powered by Atrtificial Intelligence. Platform governance frameworks allow IP
right holders to file complaints, request takedowns, and access automated
monitoring systems, which are integrated into various digital platforms and
e-commerce marketplaces (Singh, 2024). Through the monitoring system,
digital platforms can detect possible infringements and take them down on
their own. Nevertheless, the mass volume of listings and the high-end speed
at which infringing products can be listed and sold, challenges the
effectiveness of platform integrated enforcement measures (Goodyear,
2025).

Trademark holders can also use certain other Al powered monitoring
systems, such as Corsearch, MarkMonitor and Red Points (Soltani, 2025).

These systems use machine learning, image recognition, and natural
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language processing (NLP) to effectively detect and track trademarks which
are unauthorizedly in use (Soltani, 2025). This system also comes with its
own concerns, significant among which is false positives, which ensue where
Al monitoring systems erroneously flag a legitimate listing or content as
infringing (Soltani, 2025). The possibilities are endless, as Al systems lack
the understanding of intent, context and fair use that would otherwise be

perceivable to human examiners.

The foregoing further begs a question of particular relevance to IP
practitioners, which centers on determining who bears legal responsibility
when Al powered monitoring systems generate false decisions resulting in
the wrongful and erroneous takedown of legitimate contents. The current IP
frameworks provide limited direct answers. Under the Digital Millennium
Copyright Act (DMCA), due to the good faith requirement, liability may fall on
the right holders who submitted the notice in bad faith. However, where it is
the automated system that initiated the takedown, devoid of any human
contribution, the subject of good faith becomes unenforceable. Adding to
these complexities, vendors of Al monitoring tools such as Corsearch,
MarkMonitor and Red Points generally disclaim liability through contractual
notes, placing it on the right-holding subscribers. This definitely
demonstrates the need for clearer regulatory guidance on Al driven models’
accountability for automated false positives, protecting the interests of all the

parties involved.
lll. Copyright Enforcement and Licensing in Digital Markets

Digital platforms proliferate wide access and consumption of copyrighted and

copyrightable works. Nevertheless, it increases the chances of infringement

www. jipps. letstalkipwithdaphne.org 16



THE DIGITAL ECONOMY AND THE LAW

as discussed in the opening paragraphs of this work. To protect against such
infringements, it is necessary to examine various innovations put in place to
safeguard the rights of copyright holders in the digital ecosystem. In
considering extant legal frameworks regulating the use of digital platforms,
this work will largely focus on licensing frameworks, the US legal regime, The

EU’s regime as a regional legal framework and case laws.

Licensing is a well-recognized enforcement mechanism in the digital
economy. It requires the drawing up of a licensing agreement between
copyright holders and digital platforms (the licensees), through which the
licensors allow the use of their work on digital platforms within the limits of
the terms set in the agreement. Licensing agreement in the digital economy
takes various forms, particularly: direct licensing agreement between right
holders and digital platforms; collective licensing agreement operationalized
by a collective management organization serving as the agent for a large
pool of right owners, granting license on their behalf and statutory licensing
scheme applying to specific categories of use. Digital platforms like Spotify
and YouTube thrive on the licensing economy, granting authorized access to
copyrighted works on a large scale and sustaining a revenue sharing formula

to the enjoyment of all parties (Brieske, 2023).

The governance structure of licensing is challenged by the territorial nature
of copyright and the fragmentation of licensing agreements, causing possible
jurisdictional challenges and limitations. A foremost example is the
GEMA/YouTube licensing dispute, which led to the geo-blocking of certain
music videos belonging to artists represented by GEMA, a German collecting
society representing thousands of copyright holders in Germany (). While the

copyrighted contents belonging to artists represented by GEMA, was
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accessible to consumers in other countries under other licensing
agreements, access to same contents was being denied in Germany
because YouTube couldn’t reach a licensing agreement with GEMA. This
situation further accentuates the fact that the governance of licensing in

digital markets is a recognized and enforceable mechanism.

Another Governance Framework is the Digital Millennium Copyright Act
(DMCA), it is one of the central national legislations in the United States,
governing the protection of copyright in the digital economy. Per this
legislation, the principle of “safe harbor” is ensured (Asadi, 2023). This
principle requires digital platforms to promptly remove an infringing content
upon requests for takedowns. In other words, the principle protects digital
platforms from liability, unless proved that such platform had refused to
remove an infringing content after a takedown request had been made, or
proved that the platform had specific knowledge of such infringement. This
legislation has however been criticized and labeled a stimulant for digital
platforms’ passive approach towards ensuring IPR enforcements, as their
accountability is not strictly enforced (Bosher and Yesilogu, 2018). Take
down notices as a system of enforcement encouraged by the DMCA is also
susceptible to abuse, inevitably leading to the potential removal of legitimate
contents. Similarly, leaving enforcement responsibilities solely to copyright
holders personal monitoring and detection of infringements can be largely
suboptimal, considering the mass volume of contents uploaded across digital

platforms per minute (Burk, 2016).

For the European Union, a central legal instrument is the Digital Services Act
(DSA). Per this legislation, digital platforms are saddled with greater

responsibilities to safeguard copyrighted works against infringements.
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Central to the responsibilities is the integration of automated monitoring
systems (Asadi, 2023). Unlike the DMCA with its ‘safe harbor’ principle, the
DSA does not offer wide protective coverings for digital platforms.
Nevertheless, the Act provides exemptions for digital platforms that act in
good faith and follow content moderation procedures, balancing the need to
protect the rights of IP holders with the functional aspects of managing digital
platforms (Mendis, 2023). The Act has faced critics on the following grounds.
First, that it stifles free expression. Secondly, ‘good faith’ is largely subjective
to judicial interpretation. Lastly, it encourages over-blocking and censorship

affecting legitimate content (Brieske, 2023).

Court actions serve as another viable means of enforcement against
infringement, notwithstanding its costly and time-consuming nature. The
court affords many enforcement mechanisms, a common one is the ‘blocking
order’ - which compels internet service providers to block access to a
platform hosting infringing content (Asadi, 2023). Critics hold that this

method is overreaching and potentially stifles free expression (Burk, 2016).

Contributions to the conversations on whether digital platforms should be
directly held liable for infringements was made in a plethora of cases. In the
case of Viacom International Inc. v. YouTube Inc., whether YouTube should
be held liable for the infringing contents uploaded by its user was in question,
the court upheld the safe harbor principle under the DMCA. A similar decision
was upheld in Tiffany (NJ) Inc. v. eBay Inc., where the court held that for a
digital platform to be held liable, such must be in specific knowledge of the
infringing acts, and not in mere general knowledge of possible infringements
(Sommers and Kilaru, 2010). In addition, the court in Lenz v. Universal Music

Corp., held that copyright owners before giving takedown notice must
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consider fair use defenses and good faith usages, as such would not be

tantamount to infringements (O'Donnell, 2009).

Automated content identification systems integrated across various digital
platforms is another effective means through which the copyrights of creators
are protected across digital platforms. YouTube and Facebook are notable
platforms that make use of sophisticated algorithms and detection
technologies that remove infringing content, most times even before
copyright holders physically notice them. A central concern of systems as
this, as elucidated on in the preceding paragraphs is ‘false positives’.
Conversely, the algorithms may not detect all infringing contents. Finally,
technologies required are also expensive and enforcing them might stifle the

sustenance of emerging players in the digital economy (Brieske, 2023).
IV.Intermediary Liability and Private Ordering

As shown in the preceding pages of this work, digital platforms serve as
intermediaries connecting users with consumers. Under certain
circumstances, these intermediaries may be held responsible for the
infringing activities of their users. Such circumstances can either be
classified as primary or secondary liabilities (Husovec, 2019). Primary
liability arises where an intermediary is actively involved in IP infringement
activities, whilst secondary liability arises where intermediaries are indirectly
involved in infringement activities. However, in practice, not so much
distinction can be clearly made between the duo. Flowing from the foregoing,
this section sets to address the question; why digital platforms face legal
exposure to infringements in the first place, and the internal governance

architectures that can be set in operation to manage or limit such exposure.
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This focus distinguishes this section from the preceding ones, with the latter
having largely focused on the IP risks affecting digital markets and the

available external governance structures to limit such risks.

The position of the law on intermediary liability varies across jurisdictions.
With the focus of this work placed on the US and the EU, the US legal
framework exempts intermediaries from liability provided that they remove
infringing contents upon the completion of a notice and take down procedure
by a claimant. Conversely, the EU legal framework imposes more stringent
responsibilities on intermediaries. These responsibilities are layered in
different phases. The first phase comes under the EU's E-Commerce
Directive 2000/31/EC, which replicated the US safe harbour’s framework,
where intermediaries would be free from liability if they unknowingly hosted
copyright-infringing content, provided they didn’t fail to act expeditiously in
the instance where they are put on notice of such infringement. The second
phase came under the EU’s Copyright in the Digital Single Market Directive
(CDSMD) of 2019. As a total departure from the first phase, large content
sharing intermediaries were held directly liable for the copyright-infringing
contents uploaded on their platforms and were expected to implement
necessary filters that scan contents before they go live or obtain

authorization from right holders, before allowing uploads from users.

The next phase, which is the current framework, was ushered in by the
Digital Services Act, Regulation (EU) 2022/2065. This framework maintained
the traditional safe-harbour protections but included certain obligations that
vary according to the size and impact of respective platforms. The breach of
these obligations may result in huge fines as high as 6% of the operator's

worldwide annual turnover. These obligations are geared towards ensuring
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transparency, proper risk management and the accountability of market
platforms. In essence, under the DSA a very large online platform (VLOP)
such as YouTube, is subjected to both the notice and action system and

proactive filtering obligations.

Closely knitted to intermediary liability is the concept of private ordering,
which denotes the governance frameworks of respective digital platforms set
down to regulate IP enforcement. These frameworks provide quasi
regulatory mechanisms for IPR holders. Instead of resorting to litigation at
first instance, claimants can assess and benefit from these mechanisms,
protecting their IPRs from infringements. Notable governance frameworks of
certain digital platforms include Amazon’s brand registry - which provides
brand owners with the avenue to enroll their brand information with related
IPRs and monitor infringements (Chiba, 2024); eBay’s Verified Rights Owner
program (VeRO program) - which allows claimants to initiate takedown
procedures and protect their rights from infringements (Pilutik, 2007). Major
social media and streaming platforms like YouTube, Instagram, Facebook
also use sophisticated algorithms, detection technologies, and rights

management tools to protect IPRs against infringements.

These governance mechanisms help provide a uniform enforcement system,
notwithstanding jurisdictional boundaries, and afford the protection of IPRs
in a fast and efficient fashion. Its involvement is a good translocation from

court centric enforcement, which is both time and resource consuming.
V. Cross-Border Challenges and Strategic Enforcement

Enforcement of trademarks and copyright in the digital ecosystem comes

with cross-border implications, creating a tension between the territorial
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nature of intellectual property and the borderless architecture of digital
platforms. This is reflected across various enforcement mechanisms,
especially court decisions (Ryngaert, 2023). In Google v. Equustek Solutions
Inc., a domestic ruling was enforced on a digital platform with global reach,
as the Supreme Court of Canada gave a global injunction for the removal of
websites relating to the defendant from Adobe LLC's search engines
worldwide, Google however refused to comply in the US, citing conflicting
laws and the intermediary protection ensured the US legal system (Daskal,
2018).

Omega SA v. Costco Wholesale Corp. is another case that reflects the
difficulty entailed for IP right holders to enforce their rights in the global
market. The claimant sought to segment markets by selling watches which
contained a copyrighted inscription at different prices in different countries
and relied on copyright law to prevent unauthorized resale of the goods.
However, the defendant purchased the claimant’s genuine watches abroad
at a lower price in an attempt to resell them domestically in the US, an act
opposed by the claimant based on such resale being bereft of authorization.
The defendant relied on the principle of first sale doctrine available under the
US legal framework, the claimant contested this on the basis that the goods
were not manufactured in the US, leaving open the question of whether
domestic principles can hold sway on global goods. The US Supreme court
could not extend copyright protection to prevent the resale following an
equally divided decision, allowing the lower court's decision in the
defendant’s favor to stand, but leaving in limbo the broader issue of

extraterritorial application of domestic provisions.
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The foregoing developments reserve high potentials for blurred jurisdictional
limits, possible forum shopping, and ongoing conflicts across competing
regulatory frameworks. In addition, factors including pseudonymous
accounts, false addresses, and possible cyber-attacks on digital platforms
further complicate cross-border enforcement. To resolve the issues, the
harmonization of IP regulations and enforcement mechanisms has for long
been recommended by scholars as one viable means to address cross-
border enforcement challenges (Israhadi, 2023; Bulgakova, 2023; Burk,
2010). However, the plausibility of having a global IP system is slim,
considering factors such as state sovereignty, the territorial nature of IPRs,
and the variance in IP enforcement structures between developed and

developing worlds.

A more practical consideration for rights holders operating globally is to adopt
hybrid enforcement strategies encompassing the use of platform governance
mechanisms, detection and monitoring technologies, and contractual
instruments. In practice such hybrid strategy would operate across many
complementary levels. For instance, to bolster platform governance, right
holders can enroll in cross jurisdictional IP protection programs such as the
eBay's VeRO programme, ensuring protecting across all major markets
where their IP is commercially active and not merely in their country of
incorporation. In addition, Al tools such as Corsearch and MarkMonitor can
be deployed to conduct continuous infringement tests and surveillance
across platforms. Then right holders can likewise rely on the monitoring
obligations enforced on large platforms under regulatory frameworks such
as the DSA. Finally, licensing agreements should also incorporate clauses

that anticipate infringements, affording necessary protection to right holders.
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VIi.Conclusion

Digital platforms have revolutionized [P enforcement in the digital
ecosystem, their functions transcend serving as mere intermediaries
connecting creators to consumers and now extends to the provision of
regulatory governance tools, protecting against infringements and providing
enforcement outcomes in the fastest and most cost-effective manner. This
development presents a novel perspective and approach, for right holders

and IP practitioners representing IPR holders.

For IPR holders and IP practitioners, effective protection now includes
understanding the platform governance structures of respective
intermediaries and adopting a hybrid approach incorporating notice and take
down procedures, contractual systems, extant legal mechanisms, detection,
and monitoring technologies. This way, IP practitioners can effectively advise
creators on the available means to ensure IPR protection in the rapidly

evolving digital ecosystem.

Looking ahead, several developments are likely to shape the trajectory of IP
enforcement in the digital economy. First, the continued expansion of Al-
generated content will place new pressure on existing authorship and
originality doctrines, requiring courts and legislators to revisit foundational
copyright principles. Second, the proliferation of Al monitoring tools raises
unresolved questions of legal accountability for automated enforcement
errors, which this article has identified as a gap requiring regulatory attention.
Third, the tension between trademark territoriality and the borderless

architecture of digital platforms will not resolve itself without either greater
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international harmonization or the development of more sophisticated private

ordering mechanisms capable of operating across jurisdictions.

Fourth, the licensing governance of digital platforms will become increasingly
central to enforcement strategy, as the boundary between authorized and
infringing use is increasingly determined by the presence or absence of
licensing arrangements rather than by judicial determination. For
practitioners, this means that IP enforcement strategy must evolve from a
reactive, litigation-centric model to a proactive, multi-layered approach that
combines contractual structuring, platform engagement, technological
monitoring, and selective use of formal legal mechanisms, calibrated to the

specific IP right, platform, and jurisdiction involved.
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TRADE SECRETS AS THE CORE PROTECTION OF INNOVATION:
RETHINKING INNOVATION PROTECTION IN AI-DRIVEN DIGITAL
MARKETS

Stephanie Nma Modilim
Abstract

This article examines how atrtificial intelligence (Al), platform-based business
models, and data-driven technologies are reshaping global markets and
placing mounting structural pressure on traditional intellectual property (IP)
frameworks. Although patents, copyrights, and trademarks remain the formal
center of IP governance, innovation in the contemporary digital economy is
increasingly protected through secrecy-based mechanisms rather than
registration-centered rights. This article argues that trade secrecy operates
as the functional backbone of innovation protection in Al-driven digital
markets. This means that it has become the primary and most consistently
used mechanism through which firms protect the technical and
organizational knowledge that generates competitive value, even though
patent and copyright regimes continue to receive disproportionate legal and
policy attention. This claim is advanced as a reasoned inference from firm
behavior, doctrinal analysis, and available indirect evidence, including
patent-secrecy substitution studies and trade secret litigation pattemns, rather
than as an empirically sefttled proposition, and the article identifies the data
that would be needed to test it more directly.

Drawing on comparative legal analysis, doctrinal review, and engagement
with the economics and governance literature on secrecy and disclosure, the
article examines why firms rely on secrecy to protect algorithms, training
data, model architectures, and operational processes, and how this reliance
reflects rational responses to disclosure risk, patent uncertainty, and rapid
technological iteration. It defines trade secrecy against the divergent legal
standards of the United States, the European Union, and the World Trade
Organization's TRIPS Agreement, and analyzes how territorially bounded IP
regimes struggle to govern innovation that is developed, deployed, and
exploited across borders through cloud infrastructure and platform
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ecosystems, illustrated through the Waymo v. Uber litigation. The article also
engages directly with the principal objections to expansive trade secret
protection, including concerns about innovation spillovers, algorithmic
accountability, and whistleblower protection, and proposes a recalibrated
govemance framework that specifies the institutional mechanisms,
evidentiary reforms, and trade-law integration needed to align IP law with
contemporary innovation practice, in service of sustaining investment,
competition, and trust in global digital markets.

1. Introduction

The digital economy has fundamentally altered how innovation is created,
protected, and commercialized. Technologies such as artificial intelligence
(Al), algorithmic systems, and data-driven platforms operate through
continuous iteration, rapid deployment, and cross-border scalability (World
Intellectual Property Organization [WIPQO], 2023). Unlike traditional
industrial innovation, which often culminated in discrete, identifiable
inventions, innovation in Al-driven markets is process-based, cumulative,
and deeply embedded in proprietary technical and organizational
knowledge. Despite this transformation, intellectual property (IP) law
remains largely anchored in territorial, registration-based frameworks
designed for slower and more linear modes of innovation.

This misalignment between innovation practice and legal protection
mechanisms has significant consequences. Patent and copyright systems
continue to dominate IP discourse and policy, yet they frequently fail to
capture the assets that generate the greatest economic value in the digital
economy (Organization for Economic Co-operation and Development
[OECD], 2019). Disclosure requirements, uncertainty surrounding patent
eligibility for algorithms, and the difficulty of defining authorship in Al-
generated outputs have led many firms to reassess the costs and benefits of
formal IP protection. This reassessment is not merely anecdotal: empirical
work on the choice between patenting and secrecy shows that firms respond
to changes in disclosure obligations by shifting the mix of protection
strategies they use, patenting less and relying more on secrecy when
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disclosure risks jeopardize disruptive innovation (Boot & Vladimirov, 2025).
In response, innovation protection has increasingly shifted toward secrecy-
based mechanisms that prioritize speed, flexibility, and control over
disclosure.

This article argues that secrecy-based protection has become the functional
backbone of innovation governance in Al-driven digital markets, even as IP
law and policy continue to marginalize its role. Rather than treating trade
secrecy as a residual or supplementary form of protection, this article
situates it as the primary mechanism through which firms safeguard
algorithms, data, and proprietary processes. This is advanced as an
inference grounded in doctrinal analysis and the available indirect evidence
rather than as a claim that has been directly measured against
comprehensive litigation or industry-practice data; Section |V addresses this
limitation and what would be needed to test the claim more rigorously. By
defining trade secrecy against its divergent jurisdictional standards,
examining the structural limits of territorial IP regimes, engaging with the
principal objections to expansive secrecy-based protection, and analyzing
the realities of cross-border digital innovation, the article advances a
recalibrated governance framework that aligns intellectual property law with
contemporary innovation practices. Such alignment is essential not only for
protecting innovation, but also for fostering investment, competition, and
trust in global digital markets.

Il. Defining Trade Secrecy And Jurisdictional Variation

Before evaluating the role of secrecy-based protection in Al-driven markets,
it is necessary to define the terms this article uses. ‘Trade secret,
‘confidential information,” and ‘proprietary knowledge’ are frequently used
interchangeably in commentary on digital innovation, but they are not legally
synonymous. This article uses ‘trade secret’ in its formal legal sense:
information that derives independent economic value from not being
generally known, and that is the subject of reasonable efforts to maintain its
secrecy. ‘Confidential information’ and ‘proprietary knowledge’ are used only
as descriptive, non-legal terms for the broader category of undisclosed
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technical and business information, some of which may or may not meet the
legal threshold for trade secret status in each jurisdiction. This distinction
matters because the legal standards for what counts as a protectable trade
secret vary meaningfully across the jurisdictions this article discusses.
WIPO's (2019) comparative survey of trade secret law reaches a similar
conclusion, observing that although the great majority of jurisdictions now
recognize some form of trade secret protection, the scope of protectable
subject matter and the conduct required to maintain it differ enough across
national laws that firms operating internationally cannot safely assume a
single compliance standard will satisfy every jurisdiction in which they hold
confidential information.

In the United States, the Defend Trade Secrets Act of 2016 (DTSA) defines
a trade secret as information for which the owner has taken ‘reasonable
measures’ to keep it secret and which derives independent economic value
from not being generally known or readily ascertainable (Defend Trade
Secrets Act of 2016, 18 U.S.C. § 1839(3)). The DTSA created a federal civil
cause of action layered atop the pre-existing state-law framework of the
Uniform Trade Secrets Act, and empirical analysis of its first year of litigation
found that the paradigm case remains a former employee who leaves with
proprietary information, a pattern directly relevant to the labor-mobility and
cross-border employment dynamics discussed in Section V (Levine &
Seaman, 2018).

The European Union's Trade Secrets Directive uses a similar but textually
distinct standard, requiring that the information be subject to ‘reasonable
steps’ by the person lawfully in control of it to keep it secret (European
Parliament and Council, 2016). While ‘reasonable measures’ and
‘reasonable steps’ are often treated as functionally equivalent in practice,
courts in different EU member states and U.S. jurisdictions have not
converged on identical evidentiary expectations for what qualifies as
adequate protective conduct, particularly regarding cloud-based storage,
access logging, and third-party vendor arrangements common in Al
development.
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At the multilateral level, Article 39 of the TRIPS Agreement sets a minimum
international standard, requiring member states to protect undisclosed
information that is secret, has commercial value because it is secret, and has
been subject to reasonable steps to keep it secret, while also imposing a
distinct obligation to protect regulatory test data submitted for
pharmaceutical and agricultural chemical approval against unfair commercial
use (World Trade Organization, 1994). TRIPS Article 39 establishes only a
floor; individual member states retain discretion over enforcement
mechanisms, remedies, and evidentiary procedure, which is precisely the
source of the jurisdictional fragmentation examined in Section V.

This definitional and jurisdictional variation is not a peripheral technicality for
a paper proposing cross-border governance reform. A firm operating
simultaneously in the United States, the European Union, and jurisdictions
that have adopted TRIPS-consistent but otherwise divergent domestic trade
secret statutes faces materially different evidentiary burdens for the same
underlying conduct. Section VIII returns to this variation directly, proposing
mechanisms that do not require full substantive harmonization but that
reduce the practical costs this variation imposes on firms and courts.

lll. Innovation In Ai-Driven Digital Markets

Innovation in Al-driven digital markets differs fundamentally from the
paradigms that shaped modern IP law. Rather than producing static
inventions, firms are engaging in continuous cycles of development involving
data collection, model training, algorithmic refinement, and deployment
optimization (WIPO, 2023). These processes are often distributed across
jurisdictions, relying on cloud infrastructure, remote development teams, and
platform ecosystems. As a result, the value of innovation lies less in any
single output and more in the accumulation of tacit knowledge, technical
workflows, and non-public operational insights.

This form of innovation challenges the assumptions underlying patent and
copyright protection. Patent regimes presuppose that inventions can be
clearly delineated, disclosed, and examined within a reasonable timeframe.
In Al contexts, however, disclosure risks revealing sensitive technical
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information that may erode competitive advantage, while examination
timelines frequently exceed the commercial lifespan of the technology.
Copyright law, while offering protection for software code, provides limited
coverage for functionality, logic, training data, or model architecture. These
gaps leave significant components of digital innovation outside the effective
reach of formal IP protection, a point the WIPO (2023) has itself
acknowledged in surveying how Al strains existing |IP categories.

Consequently, firms operating in Al-driven markets increasingly rely on
internal governance mechanisms to protect innovation. Confidentiality
agreements, access controls, technical safeguards, and organizational
practices play a central role in preserving exclusivity. This reliance reflects
rational economic behavior rather than regulatory evasion. As Friedman,
Landes, and Posner (1991) observed in one of the earliest systematic
economic treatments of trade secret law, secrecy and patenting function as
substitute, and sometimes complementary, appropriability mechanisms, and
firms select between them based on the relative costs of disclosure and
detection. This article's characterization of secrecy as a primary rather than
residual protection mechanism is consistent with Lemley's (2008) broader
doctrinal argument that trade secrets should be understood as genuine
property-like IP rights rather than as a mere gap-filler that operates only
where patent or copyright protection is unavailable. Firms in Al-driven
markets seek protection mechanisms that align with the speed, scale, and
uncertainty inherent in digital innovation. Understanding this shift is critical to
evaluating the adequacy of existing IP frameworks and identifying pathways
for legal adaptation.

IV. Secrecy-Based Protection As A Central Mechanism Of Innovation
Protection

Secrecy-based protection now underpins much of the value creation in Al-
driven digital markets. Proprietary datasets, training methodologies, model
weights, feature engineering techniques, and deployment pipelines derive
economic value precisely because they remain undisclosed. These assets
are not peripheral to innovation; in practice, firms increasingly treat secrecy
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not as a fallback option, but as a deliberate and primary strategy for
safeguarding competitive advantage.

Several factors explain this shift. Uncertainty regarding the patentability of
algorithms and Al-related processes discourages reliance on patent
systems. Disclosure requirements pose significant risks in fast-moving
markets where competitors can rapidly replicate disclosed techniques.
Empirical research on firm-level patenting behavior supports this account.
Png (2017) found that the passage of the Uniform Trade Secrets Act across
U.S. states was associated with increased research and development
spending among larger, high-technology firms, suggesting that stronger
secrecy protection encourages investment in the kind of process-based
innovation characteristic of Al development. Similarly, Contigiani, Hsu, and
Barankay (2018) found that heightened, employer-friendly trade secrecy
protection under the inevitable disclosure doctrine is associated with reduced
employee mobility and altered innovation outcomes, indicating that secrecy
regimes have real, measurable effects on how firms and workers behave,
not merely on how they describe their protection strategy. The doctrine
Contigiani et al. study empirically originates in a decided appellate case, not
merely a theoretical construct: in PepsiCo, Inc. v. Redmond, 54 F.3d 1262
(7th Cir. 1995), the Seventh Circuit affirmed a preliminary injunction barring
a former PepsiCo executive from assuming a comparable role at a direct
competitor, reasoning that his new position would inevitably require him to
draw on PepsiCo's confidential strategic plans regardless of his subjective
intentions. PepsiCo v. Redmond remains the doctrinal anchor for the labor-
mobility dynamics this article discusses, and it illustrates concretely how
courts translate a firm's abstract interest in secrecy into a concrete restraint
on an individual's freedom to work for a competitor, the very tension this
article's governance framework in Section VIII must accommodate. Most
directly, Boot and Vladimirov (2025) provide empirical evidence, using a text-
based index of trade secrecy reliance drawn from firms' own disclosures, that
firms pursuing disruptive innovation increase their reliance on secrecy as
patent-related disclosure obligations become more burdensome.
Additionally, the global nature of digital exploitation complicates
enforcement, as innovations may be deployed simultaneously across
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multiple jurisdictions. Secrecy-based protection offers firms greater control
over dissemination and use, enabling rapid scaling without regulatory delay.
The rise of generative Al intensifies this dynamic further: Levine (2023)
argues that generative Al systems complicate trade secret doctrine on both
sides of the misappropriation inquiry, since the training data and model
weights firms seek to protect as secrets are simultaneously at risk of being
ingested, memorized, and inadvertently reproduced by other generative
systems in ways existing misappropriation doctrine did not anticipate. Courts
have already begun to confront the doctrinal question this raises, namely
whether automated, large-scale acquisition of data qualifies as an "improper
means" of misappropriation even where the underlying individual data points
are publicly accessible. In Compulife Software, Inc. v. Newman, 959 F.3d
1288 (11th Cir. 2020), the Eleventh Circuit held that a competitor's use of an
automated bot to scrape more than 42 million individually public insurance
quotes from the plaintiffs website could constitute misappropriation by
improper means, reasoning that a bot's capacity to compile a protected
database at a scale and speed no human could replicate distinguishes
automated extraction from ordinary, permissible access. Compulife is
directly relevant to the generative Al context Levine describes: it suggests
that a firm's trade secret protection may survive the public accessibility of
individual data points scraped or ingested by an Al system, while leaving
open exactly how much automated extraction is too much, a line-drawing
problem this article's proposed evidentiary and procedural coordination in
Section VIl is intended to help courts and firms navigate more predictably.

It is important to be precise about what this evidence does and does not
establish. The studies cited above measure the relationship between
secrecy law and firm behavior in general, and in some cases in Al-adjacent
technology sectors specifically, but no dataset currently tracks the relative
frequency of trade secret reliance against patent or copyright protection
specifically within Al firms, nor systematically compares Al trade secret
litigation rates and outcomes across jurisdictions. Levine and Seaman's
(2018) empirical study of DTSA litigation, while foundational, was limited to
the statute's first year and was not sector specific. The claim advanced in
this article, that trade secrecy functions as the primary protective mechanism
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in Al-driven markets, should therefore be understood as a reasoned
inference from firm-level economic behavior, doctrinal structure, and
adjacent empirical literature, rather than as a proposition that has been
directly and comprehensively measured. A firm-level survey of Al companies'
protection strategies, and a systematic coding of Al-related trade secret
litigation comparable to Levine and Seaman's DTSA study, would
substantially strengthen the empirical foundation for this claim, and the
article returns to this point in the Conclusion as a direction for future
research.

This reliance also exposes structural weaknesses in existing legal regimes.
Trade secrecy protections remain largely national in scope, with significant
variation in substantive standards, evidentiary thresholds, and remedies, as
detailed in Section Il. As innovation scales across borders, the territorial
limits of secrecy-based regimes become increasingly pronounced.
Misappropriation risks rise, enforcement becomes fragmented, and legal
uncertainty undermines investment and collaboration. These challenges
underscore the need to reassess how secrecy-based protection is situated
within IP governance; a need this article develops in Sections V through VIII.

V. Limitations Of Territorial I[p And Enforcement Models

Territorial IP regimes struggle to govern innovation that transcends national
boundaries. Secrecy-based assets move fluidly through cloud infrastructure,
cross-border development teams, and platform ecosystems, making
misappropriation difficult to detect and prove. Traditional evidentiary
standards, designed for physical documents and localized theft, are ill-suited
to digital environments characterized by distributed access and
instantaneous duplication.

The litigation between Waymo LLC and Uber Technologies, Inc. illustrates
these dynamics concretely. Waymo, the autonomous vehicle unit of Google's
parent company Alphabet, sued Uber in 2017, alleging that a former Waymo
engineer, Anthony Levandowski, downloaded approximately 14,000
confidential files related to Waymo's LIiDAR (light detection and ranging)
technology before leaving to found a self-driving truck startup that Uber
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subsequently acquired (Butzel Long, 2018; Harvard Journal of Law &
Technology, 2018). The case was framed as both a trade secret
misappropriation claims under the DTSA and California's Uniform Trade
Secrets Act and, initially, a patent infringement claim, though the patent
claims were later dropped, leaving the dispute to be resolved almost entirely
on secrecy-based grounds. The parties settled after only four days of trial for
approximately $245 million in Uber equity, before a jury verdict or appellate
ruling could clarify several unresolved evidentiary questions, including how
much of the trial record needed to remain under seal to protect the trade
secrets at issue and how digital forensic evidence, such as file-download
logs and device metadata, should be weighed in proving misappropriation in
a cloud-based, cross-employer environment. The dispute demonstrates both
the commercial stakes attached to Al-relevant secrecy-based assets and the
practical difficulty of adjudicating misappropriation claims where the
underlying technology is embedded in code, sensor data, and engineering
know-how rather than in a discrete, physically identifiable object. Although
the civil dispute between Waymo and Uber settled short of a verdict, the
underlying conduct did produce a fully adjudicated outcome through a
parallel criminal prosecution. Levandowski was separately indicted on 33
federal counts of trade secret theft and attempted theft under the Economic
Espionage Act, 18 U.S.C. § 1832; he pleaded guilty to one count in March
2020, and in August 2020 Judge William Alsup of the U.S. District Court for
the Northern District of California sentenced him to eighteen months in
prison, a $95,000 fine, and restitution of $756,499.22 to Waymo, describing
the theft as the largest trade secret crime he had encountered on the bench
(United States v. Levandowski, No. 3:19-cr-00377 (N.D. Cal. 2020)). The
criminal case establishes, as a matter of adjudicated fact rather than settled
allegation, that at least one internal Waymo document, the "Chauffeur
Weekly Update," constituted a protectable trade secret, and it demonstrates
that criminal enforcement under the Economic Espionage Act can operate
as a real, resolved backstop where civil litigation between corporate parties
settles before trial produces a binding ruling. A separate dispute did proceed
through a full civil jury trial and appellate review on facts closely analogous
to Waymo's, and it illustrates both the evidentiary role of digital access
records and the scale of the stakes involved. In Epic Systems Corp. v. Tata
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Consultancy Services Ltd., 980 F.3d 1117 (7th Cir. 2020), a Wisconsin jury
found that TCS, an India-based information technology firm, had
misappropriated Epic's healthcare-software trade secrets after a TCS
employee used improper credentials to download thousands of documents
from Epic's confidential client web portal over a two-year period, evidence
that was itself proven through the same kind of file-access logs and
download records that remained contested and unresolved in the settled
Waymo litigation. The jury initially awarded Epic $940 million in combined
compensatory and punitive damages; the district court and, on appeal, the
Seventh Circuit substantially reduced the punitive component on
constitutional due-process grounds, leaving a final judgment of
approximately $280 million. Epic v. TCS thus supplies what Waymo could
not: a fully litigated resolution confirming that digital access logs can
establish trade secret misappropriation to a jury's satisfaction, while its facts,
an offshore contractor accessing a U.S. firm's confidential systems, also
reinforce this article's point in Section V that cross-border enforcement is a
live, recurring problem rather than a hypothetical one.

Enforcement challenges are further compounded by labor mobility and
outsourcing practices common in digital industries. Employees and
contractors often operate across jurisdictions, increasing the risk of
inadvertent disclosure or intentional misappropriation, a dynamic Levine and
Seaman (2018) found to be the dominant fact pattern in DTSA litigation
generally. Once proprietary information crosses borders, remedies become
uncertain, and jurisdictional fragmentation weakens deterrence. These gaps
undermine the protective function of secrecy-based regimes and erode
confidence in IP systems. The extent and limits of cross-border enforcement
have, in fact, now been tested to a full decided judgment. In Motorola
Solutions, Inc. v. Hytera Communications Corp., 108 F.4th 458 (7th Cir.
2024), engineers who had been recruited away from Motorola's Malaysian
office downloaded thousands of files containing Motorola's trade secrets and
used them to help Hytera, a Chinese manufacturer, develop a competing line
of radios; a jury found DTSA and copyright violations and, after post-trial
proceedings, awarded Motorola approximately $407 million in trade secret
damages, entirely for conduct and sales that occurred outside the United
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States. The Seventh Circuit affirmed that the DTSA applies extraterritorially
where an "act in furtherance" of the misappropriation, such as marketing the
infringing products at a U.S. trade show, occurred domestically, allowing
recovery based on the defendant's worldwide sales. Motorola v. Hytera is
directly relevant to the governance proposals in Section VIII: it shows that at
least one U.S. court has already been willing to extend domestic trade secret
law to reach wholly foreign misappropriation, without waiting for the treaty-
level coordination this article proposes, but it does so through an ad hoc
statutory interpretation rather than a coordinated evidentiary or procedural
framework, and Hytera's subsequent refusal to comply with the resulting
judgment illustrates the practical enforcement limits that remain even after a
favorable, fully litigated ruling.

The economic implications become significant. Firms face heightened risks
when scaling globally, while investors discount valuations to account for
weak cross-border protection. Regulatory arbitrage and over-reliance on
private ordering, discussed in Section VI, become rational responses to
fragmented enforcement. Without coordinated legal adaptation, territorial IP
models will continue to lag the realities of digital innovation.

VI. Platform Markets And Private Ordering

In response to enforcement limitations, platform governance and contractual
controls increasingly regulate innovation protection. Licensing agreements,
access restrictions, and technical interoperability standards function as de
facto substitutes for statutory IP protection. Dominant platforms shape the
conditions under which proprietary information is shared, used, or
monetized, effectively acting as private regulators of innovation. Cohen
(2017) describes this phenomenon as platforms assuming quasi-regulatory
functions over the digital economy, mediating access to infrastructure, data,
and markets in ways that formal law neither anticipates nor fully constrains.
In later work, Cohen (2019) extends this analysis to argue that platforms
exercise a form of infrastructural power that operates independently of, and
sometimes in tension with, traditional public regulatory authority.
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While private ordering offers efficiency and flexibility, it also raises normative
concerns. Power asymmetries between platforms and smaller innovators
can distort competition and limit entry. Pasquale (2015) argues that the
opacity created by proprietary algorithms and data practices, much of it
maintained through trade secret and contractual protection, insulates
dominant firms from meaningful public or competitive scrutiny, describing a
shift from ‘legitimacy-via-transparency to reassurance-via-secrecy’ in how
firms justify their market power. Secrecy-based protection, when reinforced
through contract and technical control, may entrench information silos and
reduce spillover innovation. These dynamics highlight the risks of relying
solely on private governance mechanisms to protect innovation in the digital
economy, and they are developed further in Section VII, which addresses
the principal objections to expansive secrecy-based protection directly.

Addressing these concerns requires situating secrecy-based protection
within broader regulatory frameworks governing platforms, competition, and
digital markets. Public law safeguards remain essential to ensuring that
innovation protection does not come at the expense of fairness,
transparency, or long-term market dynamism.

VIIl. Countervailing Interests: Transparency, Competition, And The
Limits Of Secrecy-Based Protection

A paper advocating for recalibrated governance of secrecy-based protection
must engage seriously with the objections to expansive trade secrecy, rather
than treating the case for stronger protection as self-evidently correct. Three
objections are most pressing in the Al context: the risk to innovation
spillovers, the tension with algorithmic accountability, and the risk to
whistleblower protection.

The first objection concerns spillovers. Because trade secrets are, by
definition, undisclosed, and because trade secret protection is not subject to
the fixed expiration that limits patent monopolies, critics have long argued
that expansive secrecy restricts the acquisition and recombination of ideas
that drive cumulative innovation and may unacceptably restrict labor mobility
and competition (Hettinger, 1989). This is not merely a theoretical concern;
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a 2021 U.K. government-commissioned analysis of the economic and
innovation impacts of trade secrets concluded that because trade secrets
can theoretically last indefinitely and involve no disclosure obligation, they
can reduce the research and development spillovers that would otherwise
flow from disclosed, patented innovation, potentially lowering aggregate
productivity growth even as they protect individual firms' returns (Gov.UK,
2021). Set against this, the OECD (2021) has argued that trade secrecy also
enables forms of collaboration, such as joint ventures and licensing
arrangements built on shared confidential information, that would not occur
if firms had to rely solely on public disclosure. The tension between these
positions is genuine and is not resolved by this article; it counsels caution
against treating expanded secrecy-based protection as costless, and it is a
central reason the governance framework proposed in Section VIII pairs
secrecy recognition with competition-law safeguards rather than proposing
secrecy protection alone.

The second objection concerns algorithmic accountability. Al systems
increasingly make or inform decisions with significant consequences for
individuals, including in lending, hiring, and content moderation. Trade secret
protection over the algorithms and training data underlying these systems
can shield them from the scrutiny needed to detect bias, error, or harm
(Pasquale, 2015). Villasenor (2025) engages this tension directly, arguing
that Al developers should be able to hold trade secret rights in algorithms
even where the developers themselves cannot fully explain how the
algorithm reaches a given output, while also acknowledging that trade secret
owners must be able to describe the algorithm in sufficient detail to sustain
a misappropriation claim, and that this obligation interacts with regulatory
disclosure requirements. The EU's Artificial Intelligence Act reflects this
tension in positive law: it requires providers of high-risk Al systems to supply
clear documentation of training, validation, and testing data, and their
intended purpose and accuracy metrics, obligations that regulators and
commentators recognize will sometimes encroach on information firms
would otherwise protect as trade secrets (Regulation (EU) 2024/1689, arts.
13, 53; Herbert Smith Freehills Kramer, 2025). This is not a peripheral
compliance detail; it reflects a structural point this article's governance
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framework must accommodate, namely that evidentiary and disclosure
reform cannot be designed solely around firms' interest in secrecy without
also addressing the public's interest in reviewing how Al systems that affect
them operate.

The third objection concerns whistleblower protection. Employees who
become aware of unlawful conduct, safety risks, or regulatory violations
embedded in a firm's confidential systems may be deterred from reporting
that conduct if doing so exposes them to trade secret liability. The DTSA
itself contains a whistleblower immunity provision, protecting an individual
from liability for disclosing a trade secret in confidence to a government
official or attorney solely for the purpose of reporting a suspected violation of
law (Defend Trade Secrets Act of 2016, 18 U.S.C. § 1833(b)). This provision
demonstrates that even the strongest recent expansion of federal trade
secret protection was drafted with an explicit carve-out for this concern, but
the immunity is narrow, procedural, and largely untested outside the United
States, and it does not resolve the underlying tension between an
employee's duty of confidentiality and the public interest in disclosure of
misconduct embedded in Al systems operating across borders.

Taken together, these objections do not undermine the case for recognizing
secrecy-based protection as central to how Al-driven innovation is protected;
the evidence reviewed in Section IV supports that recognition as a
description of firm behavior. What the objections do undermine is any
governance response that treats stronger, less accountable secrecy
protection as an unambiguous good. This article's own analysis in Section
VI, that secrecy reinforced through contract and technical control may
entrench information silos, is itself an acknowledgment of this point. A
defensible governance framework must therefore recognize secrecy's
functional centrality while building in the competition, transparency, and
whistleblower safeguards that respond to these objections. Section VIII
attempts to do so.
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VIIl. Toward A Recalibrated Governance Framework

Reconceptualizing innovation protection requires repositioning secrecy-
based regimes within |IP governance through concrete institutional
mechanisms, not general aspirations. Three areas of reform are addressed
here: evidentiary standards, cross-border enforcement coordination, and the
balance between protection and competing interests.

First, evidentiary standards must evolve to recognize digital provenance,
secure audit trails, and technologically verifiable proof of misappropriation.
Concretely, this means courts and rule-making bodies should recognize
cryptographic timestamping and secure, tamper-evident audit logs,
technologies already used in software version control and increasingly
discussed as a basis for blockchain-based provenance systems, as
competent evidence of when and how a given dataset, model architecture,
or codebase was created and accessed. Procedural rules governing
discovery should be updated to specify standards for authenticating cloud-
stored access logs and device metadata across cloud service providers
located in different jurisdictions, an evidentiary gap the Waymo v. Uber
litigation exposed but did not resolve, since the case settled before ftrial
produced a binding appellate ruling on these questions. National procedural
rulemaking bodies, and, at the international level, the WIPO Standing
Committee on the Law of Patents, are appropriate venues to develop model
evidentiary rules that courts in multiple jurisdictions could adopt on a
voluntary basis, reducing the current inconsistency in how digital provenance
evidence is treated from one jurisdiction to the next.

Second, cross-border cooperation should move beyond minimal
harmonization toward coordinated enforcement mechanisms tailored to
digital innovation. Concretely, this could take the form of a dedicated working
group within the WTO TRIPS Council, or an expanded mandate for the WIPO
Standing Committee on the Law of Patents, tasked specifically with
developing model rules for cross-border trade secret discovery, comparable
to how the Hague Evidence Convention structures cross-border discovery in
other civil litigation contexts but adapted for digital evidence. Mutual legal
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assistance treaty frameworks, currently used primarily for criminal
enforcement cooperation, could be extended or supplemented with a parallel
civil-enforcement protocol specific to trade secret misappropriation involving
cloud infrastructure or platform intermediaries located outside the forum
jurisdiction. Aligning substantive standards, for instance narrowing the gap
between the DTSA's ‘reasonable measures’ standard and the EU Directive's
‘reasonable steps’ standard through interpretive guidance rather than
statutory amendment, would reduce fragmentation without requiring the
politically difficult step of full substantive harmonization. Integrating secrecy-
based protection into digital trade frameworks, addressed further in Section
IX, is particularly important given the centrality of data flows and platform
intermediation to contemporary innovation.

Third, governance frameworks must balance innovation protection with
competition, transparency, and the whistleblower and accountability
concerns detailed in Section VII. Recognizing secrecy-based protection as
central does not require abandoning formal IP rights or treating secrecy as
immune from public oversight. Concretely, this balance can be
operationalized through procedural safeguards already familiar to courts,
such as protective orders and in-camera review, extended specifically to
accommodate the regulatory disclosure obligations Al providers face under
frameworks like the EU Al Act, so that a firm's trade secret claim over an
algorithm does not categorically override a regulator's or affected individual's
ability to obtain the information needed to assess bias, safety, or legal
compliance. It calls for an integrated approach that reflects how innovation
is created and protected in Al-driven markets while preserving the public and
competitive interests that unqualified secrecy protection would otherwise
compromise.

IX. Implications For Innovation, Investment, And Global Trade

Aligning IP governance with secrecy-based innovation has significant
implications for innovators, investors, and policymakers. Firms must adopt
internal governance practices, such as documented access controls and
audit-trail retention, that are specific enough to satisfy the ‘reasonable
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measures’ or ‘reasonable steps’ thresholds described in Section Il across
every jurisdiction in which they operate, rather than relying on a single
compliance standard designed around one legal system. Investors require
clearer signals of enforceability and risk allocation. Policymakers must
recognize that failure to adapt IP frameworks risks undermining confidence
in innovation ecosystems.

Existing trade agreements provide a partial butincomplete foundation for this
alignment. TRIPS Article 39 establishes the baseline multilateral obligation
to protect undisclosed information but leaves enforcement mechanisms,
evidentiary standards, and remedies to domestic implementation, which is
the principal source of the fragmentation discussed throughout this article
(World Trade Organization, 1994). The USMCA, which replaced NAFTA in
2020, went further than TRIPS by expanding trade secret protection and,
notably, adding provisions criminalizing trade secret misappropriation,
including government-affiliated or state-sponsored trade secret theft, a
response to concerns about cyber-enabled economic espionage rather than
the ordinary private-party misappropriation at issue in disputes like Waymo
v. Uber (Gov.UK, 2021). The CPTPP contains parallel disciplines directed
specifically at combating trade secret theft conducted through cyber
intrusion, with phased implementation periods for some member states,
reflecting a similar recognition that digital-era misappropriation raises distinct
enforcement challenges from traditional, physical trade secret theft.

None of these agreements, however, directly address the digital-provenance
evidentiary standards or platform-intermediated misappropriation scenarios
described in Sections V and VIIl. USMCA and CPTPP were negotiated to
respond primarily to cyber-espionage and criminal misappropriation, not to
the civil evidentiary and cross-border discovery challenges that dominate
private trade secret litigation in Al-driven markets. This is a genuine gap and
an opportunity: the next generation of digital trade agreements, or
supplementary protocols to existing agreements, could extend the
criminalization and cooperation provisions already present in USMCA and
CPTPP to cover the civil evidentiary coordination mechanisms proposed in
Section VIII, without requiring an entirely new treaty framework.
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At the global level, coherent governance can promote fair competition and
reduce trade distortions arising from uneven protection. This does not mean
that uniformly stronger secrecy-based protection is appropriate for every
jurisdiction regardless of its stage of development: Kim, Lee, Park, and Choo
(2012) find that the growth-enhancing effect of stronger IP protection is
contingent on a country's level of economic and technological development,
with weaker protection sometimes better serving imitation-driven growth in
developing economies. The governance recalibration proposed here is
accordingly framed as a floor of procedural and evidentiary coordination
among major Al-producing jurisdictions, not a template for uniform
substantive strengthening across all WTO members. By aligning legal
frameworks with market realities, and by building the specific institutional
mechanisms described above into existing trade-law infrastructure rather
than proposing an entirely new regime, states can foster sustainable
innovation while preserving trust in IP systems.

X. Conclusion

The digital economy has transformed the nature of innovation, rendering
traditional IP paradigms increasingly inadequate on their own. While patents
and copyrights remain formally central to IP doctrine, this article has argued
that secrecy-based protection functions as the primary mechanism through
which firms protect the algorithms, data, and organizational knowledge that
generate competitive value in Al-driven digital markets. This argument is
supported by doctrinal analysis of the structural mismatch between patent
and copyright regimes and the realities of Al development, by economic
literature on firms' patent-secrecy substitution behavior, and by the Waymo
v. Uber litigation as a concrete illustration of how these dynamics play out in
practice, but it is advanced as an evidence-based inference rather than as a
directly measured empirical finding, a limitation this article has tried to state
plainly rather than obscure.

The article's contribution, situated against the existing literature, is threefold.
First, it connects doctrinal IP scholarship on trade secrecy to the economics
literature on patent-secrecy substitution and the platform-governance
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literature on private ordering, three bodies of scholarship that are frequently
cited separately but rarely integrated around the specific problem of Al-
driven innovation protection. Second, it takes seriously, rather than sets
aside, the countervailing objections to expansive secrecy-based protection,
particularly the tension between trade secrecy and algorithmic accountability
that is becoming acute as Al regulation, exemplified by the EU Al Act,
imposes disclosure obligations that intersect directly with firms' secrecy
interests. Third, it translates the general call for ‘recalibrated governance’
into specific institutional proposals, identifying candidate venues (the WIPO
Standing Committee on the Law of Patents, the WTO TRIPS Councill,
extended mutual legal assistance frameworks) and concrete evidentiary
mechanisms (cryptographic timestamping, secure audit logs, protective-
order protocols tied to regulatory disclosure obligations) rather than leaving
the governance proposal at the level of general principle.

This analysis has clear limitations. It relies on secondary and indirect
empirical literature rather than original data collection; it uses a single case
study, chosen for its prominence and its illustration of the evidentiary issues
addressed in Section VIII, rather than a systematic sample of Al-related trade
secret disputes; and its comparative legal analysis is limited to the United
States, the European Union, and the TRIPS baseline, rather than a
comprehensive survey of trade secret regimes across all jurisdictions
relevant to global Al development, including major Al markets in Asia. These
limitations point directly to productive future research: a systematic, sector-
specific empirical study of Al firms' reliance on trade secrecy relative to
patenting, comparable in method to Levine and Seaman's (2018) DTSA
litigation study but focused specifically on Al-related disputes; a comparative
doctrinal survey extending beyond the U.S.-EU-TRIPS framework used here
to major Asian Al markets; and empirical research on how platform contract
terms, of the kind discussed in Section VI, actually allocate trade secret risk
between dominant platforms and smaller innovators in practice.

Such recalibration, pursued with the specificity and the acknowledgment of
countervailing interests this article has tried to model, is essential to ensuring
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that intellectual property law continues to promote innovation, investment,
and economic growth in a rapidly evolving global landscape.
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BEYOND COMPLIANCE: DESIGNING HUMAN-CENTERED Al
GOVERNANCE FRAMEWORKS FOR THE CREATIVE AND CULTURAL
INDUSTRIES

Onyinye Odita
Abstract

The rapid integration of generative artificial intelligence into the creative and
cultural industries has exposed significant limitations in existing, compliance-
oriented regulatory frameworks. While current responses to Al governance
largely focus on formal legal rules and risk containment, they often fail to
address deeper concerns relating to human creativity, cultural diversity,
creative labour, and social welfare. This article argues for a shift from rule-
based compliance toward a human-centered, values-driven Al governance
framework tailored to the unique dynamics of the creative and cultural
sectors. Drawing on international normative instruments such as the
UNESCO Recommendation on the Ethics of Al, the OECD Al Principles,
WIPO’s Conversations on Al and Intellectual Property, and comparative
regional approaches including the EU Al Act, the UK, US, and Global South
perspectives, the article examines how law and policy can better safeguard
creative agency and cultural autonomy. It further analyses key governance
challenges, including the erosion of human creative agency, bias and cultural
homogenization, data colonialism, and power asymmetries between
platforms and creators. The article proposes an integrated, multi-layered
governance model that embeds human oversight, inclusivity, transparency,
and sustainability into Al design and deployment. Ultimately, it contends that
effective Al governance in the creative and cultural industries must move
beyond minimal compliance to actively promote ethical innovation, equitable
value distribution, and the long-term vitality of cultural ecosystems.

Keywords: artificial intelligence; human-centered Al governance; creative
and cultural industries; intellectual property; cultural rights; data colonialism;
creative labour.
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Introduction

The emergence of generative artificial intelligence (Al) has produced an
unprecedented disruption across intellectual property law and the wider
creative economy. Although it is now widely accepted that these
technologies are a durable feature of cultural production, that acceptance
has not resolved the substantial legal and normative uncertainties they
generate. Generative Al presents a profound dual character: it offers
significant creative and economic opportunity, yet, absent careful
governance, it also threatens the rights, livelihoods, and cultural autonomy
of the creators on whose work it depends.

Understandably, society has not refrained from responding to issues that
have been raised by Al, particularly in relation to frameworks and
governance mechanisms. However, the response has to date been
fragmented and uneven, and has frequently failed to take into account the
diverse domains from which these issues arise (Attard-Frost et al., 2023).
The result is a body of responses that, although well-intentioned, remains
insufficient to address the underlying challenges.

The current regulatory framework focuses largely on the legal perspective
and the rules intended to guide the activities of generative Al systems.
However, the nature of the disruption demands a governance model that
puts human creativity, cultural values, and social welfare at its core. This is
because, beyond their effect on legal norms, the questions raised by
generative Al strike at the foundations of human creativity and threaten the
fabric of cultural values (UNESCO, 2022).

This article therefore argues for a holistic approach to Al governance in the
creative and cultural industries—one that moves beyond a narrowly rule-
based model toward a more comprehensive and organic framework capable
of responding to the cultural, economic, and social dimensions of generative
Al's disruption.

The argument proceeds in six parts. The first establishes the conceptual
foundation, defining the creative and cultural industries, the idea of human-

www. jipps. letstalkipwithdaphne.org 55



THE DIGITAL ECONOMY AND THE LAW

centered Al governance, and the shift from compliance to values-driven
regulation. The second surveys the legal and normative frameworks shaping
Al governance, from international instruments to regional and domestic
models, and situates the intellectual property, cultural-rights, and labour-law
dimensions of the field. The third identifies the principal governance
challenges confronting the sector. The fourth articulates the principles of a
human-centered framework, and the fifth translates those principles into an
integrated, multi-layered institutional design illustrated by concrete
examples. The article concludes with a set of specific and actionable policy
recommendations.

Conceptual Foundation

At the outset it is necessary to clarify what is meant by the “creative and
cultural industries” (CCls), a term used throughout this article. Following
established definitions, the CCls encompass those sectors whose principal
activity is the creation, production, and commercialisation of goods and
services with cultural, artistic, or heritage value—including music, film and
audiovisual production, the visual arts, publishing, design, video games,
performing arts, and heritage and museum work (Hesmondhalgh, 2018;
UNESCO, 2009). These sectors are far from homogeneous: the governance
pressures facing a streaming-dominated music market differ markedly from
those facing a publicly funded heritage museum or an independent game
studio. Where the analysis below turns on such differences, they are
identified; otherwise, the term is used to denote the sector’s shared exposure
to automated cultural production. This scoping matters because human-
centered governance must remain sensitive to the distinct economic
structures, labour relations, and cultural functions of each sub-sector.

Artificial intelligence has become an increasingly integral component of the
creative and cultural industries, reshaping how cultural goods are produced,
distributed, and consumed across sectors such as music, film, visual arts,
publishing, gaming, and heritage preservation. Through tools such as
generative models, recommendation algorithms, and automated content
curation systems, Al now participates directly in creative processes ranging
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from idea generation and composition to editing, marketing, and audience
engagement, often in collaboration with human creators. This integration has
blurred traditional boundaries between human authorship and machine
assistance, giving rise to hybrid forms of creativity that challenge established
legal, economic, and cultural assumptions. At the same time, Al’s reliance
on large-scale cultural data raises concerns about originality, bias, cultural
homogenization, and the marginalization of minority voices, particularly
within globalized digital platforms. As a conceptual foundation,
understanding Al in the creative and cultural industries requires recognizing
it not merely as a technical tool, but as a socio-technical system embedded
within cultural, economic, and regulatory contexts, whose governance
directly affects creative autonomy, cultural diversity, and the sustainability of
creative labour.

Human-centered Al governance refers to an approach to the design,
deployment, and regulation of artificial intelligence systems that prioritizes
human dignity, agency, and societal values over purely technical efficiency
or formal legal compliance. Within this framework, Al is understood as a tool
that should enhance, rather than displace or undermine, human creativity,
cultural expression, and social well-being. Human-centered governance
emphasizes principles such as transparency, accountability, fairness,
inclusiveness, and meaningful human oversight, ensuring that affected
stakeholders—particularly creators, cultural workers, and communities—
retain control over how Al systems influence creative processes and cultural
outputs. Crucially, it situates governance beyond static rules, viewing it as
an ongoing, participatory process that integrates ethical norms, rights-based
protections, and contextual sensitivity to cultural diversity. As a conceptual
foundation for this article, human-centered Al governance provides the
normative lens through which Al's role in the creative and cultural industries
Is assessed, framing regulation as a mechanism for safeguarding human
creativity, cultural autonomy, and equitable value distribution in an
increasingly automated cultural economy.

The shift from compliance to values-driven governance reflects a critical
reorientation of Al regulation away from narrow, checklist-based adherence
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to legal rules toward a holistic framework grounded in normative and societal
values. In the context of the creative and cultural industries, compliance-
focused governance often prioritizes formal conformity with data protection,
copyright, or Al safety requirements, while overlooking deeper concerns
such as creative autonomy, cultural integrity, fairness in remuneration, and
long-term impacts on cultural ecosystems. Values-driven governance, by
contrast, embeds principles such as human dignity, cultural diversity,
inclusiveness, transparency, and accountability into both the design and
operation of Al systems, ensuring that governance mechanisms respond to
the lived realities of creators and cultural communities. This approach treats
Al governance as a continuous, adaptive process that integrates ethical
reasoning, stakeholder participation, and institutional responsibility, rather
than a static legal obligation. As a conceptual foundation for this article,
moving beyond compliance underscores the argument that effective Al
governance in the creative and cultural industries must be guided not only
by what is legally permissible, but by what is culturally sustainable, socially
just, and human-affirming.

Legal Frameworks Shaping Ai Governance
International Normative Instruments

UNESCO Recommendation on the Ethics of Al: By outlining a values-based,
human-centered strategy based on human rights, dignity, and cultural
diversity, the UNESCO Recommendation on the Ethics of Artificial
Intelligence (2021) marks a historic worldwide normative framework
influencing Al governance. As the first global standard-setting instrument on
Al adopted by consensus of UNESCO Member States, the Recommendation
has considerable persuasive authority despite not being legally binding. It
also increasingly influences national legislation, policy formulation, and
institutional practices. While putting special emphasis on the preservation
and advancement of cultural diversity, innovation, and access to culture—
issues crucial to the creative and cultural industries— it advances
fundamental values including openness, accountability, fairness, privacy,
human oversight, and sustainability. Notably, the Recommendation
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recognizes the risks of cultural homogenization, bias, and data extraction
posed by Al systems trained on dominant cultural datasets, and calls for
inclusive data governance, equitable benefit-sharing, and respect for the
rights of creators and cultural communities. As a legal and normative
framework, UNESCO’s Recommendation shapes Al governance by moving
states beyond minimal compliance toward proactive, values-driven
regulation that integrates ethical safeguards into Al design, deployment, and
oversight, making it especially relevant for governing Al's growing influence
in creative production and cultural expression.

OECD Al Principles: The OECD Al Principles (2019) constitute one of the
most influential international policy frameworks shaping contemporary Al
governance, providing a values-based yet implementation-oriented
approach that has been widely adopted by both OECD members and non-
member states. As the first intergovernmental standard on artificial
intelligence, the principles promote human-centered and trustworthy Al by
emphasizing inclusive growth, sustainable development, and human well-
being, alongside respect for human rights, democratic values, and the rule
of law. They articulate key governance pillars, including transparency and
explainability, robustness and safety, accountability, and responsible
stewardship across the Al lifecycle. Despite not being legally enforceable,
the OECD Al Principles have a substantial normative and regulatory impact
by influencing sector-specific guidelines, national Al policies, and regulatory
impact assessments. This is especially true given their practical emphasis
on risk management and institutional accountability. The OECD framework
encourages governments and industry players to incorporate ethical values
and human oversight into Al systems while balancing innovation with societal
trust and cultural sustainability. This encourages a shift from merely legal
compliance toward responsible innovation in shaping Al governance,
including within the creative and cultural industries.

WIPO Conversation on Al and IP: The WIPO Conversation on Intellectual
Property and Artificial Intelligence constitutes an important soft-law process
shaping global Al governance at the intersection of technology, creativity,
and intellectual property (World Intellectual Property Organization, 2019).
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Initiated by the World Intellectual Property Organization as a
multistakeholder dialogue rather than a treaty-making process, the
Conversation brings together states, creators, technology developers,
industry bodies, and civil society to examine how existing IP regimes respond
to Al-generated and Al-assisted creations. Central themes include
authorship and inventorship, ownership of Al-generated outputs, use of
copyrighted works in Al training datasets, transparency of data sources, and
appropriate remuneration for rights holders. While the Conversation does not
produce binding legal rules, it plays a critical nhormative role by clarifying
areas of consensus and divergence, informing national law reforms, and
guiding policy experimentation across jurisdictions. As a framework for Al
governance, WIPQO'’s approach emphasizes balance—aiming to safeguard
human creativity and cultural production while fostering innovation—and
supports a move away from strict compliance and toward flexible, values-
driven governance that is cognizant of the particular difficulties Al presents
for the creative and cultural sectors.

Regional and Domestic Al Regulatory Models

EU Al Act (risk-based approach and cultural exceptions): The EU Artificial
Intelligence Act (Al Act) represents the most comprehensive binding legal
framework for Al governance to date, shaping global regulatory approaches
through its structured risk-based model (European Union, 2024). The Act
classifies Al systems into unacceptable, high-risk, limited-risk, and minimal-
risk categories, with regulatory obligations calibrated according to the level
of potential harm to fundamental rights, safety, and societal interests. This
approach is particularly significant for the creative and cultural industries,
where many Al applications—such as generative content tools,
recommendation systems, and cultural data analytics—fall outside strict
prohibitions but raise substantial concerns regarding transparency,
authorship, bias, and cultural representation. The Al Act introduces
obligations on transparency, human oversight, and risk management for
certain generative and general-purpose Al systems, including a requirement
that Al-generated or manipulated content be marked as such, thereby
embedding accountability beyond mere market compliance. Crucially, the
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EU Al Act also reflects sensitivity to cultural and creative considerations
through its interaction with EU constitutional values, fundamental rights, and
sector-specific regimes such as copyright and media regulation. While the
Act does not create explicit “cultural exceptions” in the traditional sense, its
design allows space for the protection of freedom of expression, artistic
freedom, and cultural diversity, notably through proportionality, exemptions
for certain uses, and complementary application of IP and cultural policy
instruments. By integrating Al regulation within the EU’s broader human-
rights and cultural-policy framework, the Al Act shapes Al governance as a
values-driven system that balances innovation with the preservation of
human creativity, cultural pluralism, and democratic norms, making it a
critical reference point for human-centered Al governance in the creative and
cultural industries.

UK, US, and Global South perspectives: Al governance in the UK, US, and
Global South reflects diverse regulatory philosophies that collectively shape
the global legal landscape for artificial intelligence, particularly in the creative
and cultural industries. The United Kingdom has adopted a principles-based,
pro-innovation approach, relying on existing regulators and soft-law
guidance rather than comprehensive Al legislation, with emphasis on safety,
transparency, fairness, accountability, and contestability (United Kingdom
Department for Science, Innovation and Technology, 2023). This flexible
model allows creative industries to experiment with Al tools while raising
concerns about regulatory fragmentation and uneven protection for creators’
rights. The United States, by contrast, maintains a largely market-driven and
sector-specific framework, combining intellectual property law, competition
law, and executive guidance—the trajectory of which shifted markedly when
the 2023 federal executive order on trustworthy Al was revoked and replaced
in early 2025 by a deregulatory, competitiveness-focused order—while
courts increasingly shape Al governance through copyright and fair use
litigation. This approach prioritizes innovation and free expression but often
leaves gaps in protecting creative labour and cultural interests. In the Global
South, Al governance is increasingly framed through the lens of
development, digital sovereignty, and cultural preservation. Many states rely
on international soft-law instruments, such as UNESCO and OECD
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principles, while adapting them to local contexts marked by data
dependency, infrastructure gaps, and the risk of cultural marginalization by
dominant global platforms. For creative and cultural industries in these
regions, Al governance is closely linked to concerns about data colonialism,
equitable access, and the protection of indigenous knowledge and cultural
expressions (Couldry & Mejias, 2019). Collectively, these perspectives
illustrate that Al governance is not monolithic but context-sensitive,
reinforcing the need for human-centered, values-driven frameworks that
balance innovation with cultural diversity, creator protection, and inclusive
development across jurisdictions.

Intellectual Property, Cultural Rights, and Labour Law Dimensions

Al governance in the creative and cultural industries is deeply intertwined
with intellectual property (IP), cultural rights, and labour law, which together
form a multidimensional legal framework shaping both the development and
use of Al systems. IP law addresses questions of authorship, ownership, and
protection of Al-generated works, ensuring that human creators retain
recognition and economic rights, while also confronting challenges such as
the use of copyrighted material in Al training datasets.

These questions are no longer abstract. In several jurisdictions, copyright
protection turns on the presence of human authorship: in the United States,
both the Copyright Office and the courts have confirmed that works
generated autonomously by Al, without sufficient human creative
contribution, are ineligible for registration (Thaler v. Perimutter, 2025; United
States Copyright Office, 2025). Other systems take a different path; the
United Kingdom, for instance, retains a statutory provision attributing
authorship of a “computer-generated work” to the person who makes the
arrangements necessary for its creation, although the fit between that
provision and modern generative systems is increasingly questioned
(Copyright, Designs and Patents Act 1988, s 9(3)). A parallel and equally
contested issue is the lawfulness of using protected works to train Al models.
The European Union addresses this through text-and-data-mining
exceptions that permit certain uses subject to a rights-holder opt-out, while
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a growing body of litigation in multiple jurisdictions tests whether large-scale
training on copyrighted material constitutes infringement or is excused as fair
use or under a statutory exception (European Union, 2019). For the creative
and cultural industries, the resolution of these questions will determine not
only who owns Al-assisted outputs but also whether creators can
meaningfully consent to, and be remunerated for, the use of their work as
training data.

Cultural rights, rooted in international human rights law, emphasize the
protection of cultural diversity, heritage, and community expression,
highlighting the need to prevent cultural homogenization and marginalization
that may result from Al-driven content generation. Labour law further
contributes by safeguarding the rights and working conditions of creative
professionals, protecting against exploitative practices, algorithmic
management, and the displacement of human labour by automated systems.
Together, these legal dimensions reinforce the importance of a human-
centered, values-driven Al governance framework that not only ensures
compliance with existing laws but also actively promotes creative autonomy,
equitable remuneration, and the sustainable development of cultural
ecosystems.

Key Governance Challenges In The Creative And Cultural Industries

The erosion of human creative agency has emerged as a critical governance
challenge in the creative and cultural industries due to the growing
integration of Al into creative processes. As generative algorithms
increasingly participate in tasks such as content creation, composition, and
design, the boundaries between human authorship and machine output
become blurred, raising questions about who retains control, decision-
making authority, and recognition for creative works. This erosion threatens
not only the autonomy and originality of human creators but also the diversity
and authenticity of cultural expression, as Al systems often replicate
dominant styles, tropes, or commercially optimized patterns. Without
appropriate governance measures, creators may become passive
contributors, constrained by the logic and biases embedded in Al systems,
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while platforms and developers wield disproportionate influence over cultural
production.

Furthermore, bias, cultural homogenization, and data colonialism constitute
a pressing governance challenge in the creative and cultural industries,
arising from the ways Al systems are trained, deployed, and monetized. Al
models rely on large datasets, which often disproportionately reflect
dominant cultures, languages, and aesthetic norms, embedding systemic
biases that marginalize minority creators and underrepresented cultural
expressions. This can lead to cultural homogenization, where Al-generated
outputs reinforce mainstream styles and trends at the expense of local,
indigenous, or non-commercial forms of creativity, undermining cultural
diversity and pluralism. The phenomenon of data colonialism exacerbates
these issues, as global tech platforms often extract and exploit cultural data
from the Global South without adequate consent, compensation, or
recognition, concentrating power and economic benefits in the hands of a
few multinational entities (Couldry & Mejias, 2019). Addressing this
challenge requires governance frameworks that prioritize inclusive data
practices, equitable access to Al technologies, and protection of cultural
rights, ensuring that Al supports rather than diminishes the richness and
diversity of human creative expression.

Lastly, power asymmetries between platforms and creators represent a
significant governance challenge in the creative and cultural industries,
driven by the concentration of technological, economic, and informational
power in a few dominant Al-enabled platforms. These platforms often control
access to audiences, data, and distribution channels, giving them
disproportionate influence over what content succeeds commercially and
culturally. Creators, by contrast, frequently operate under opaque
algorithms, restrictive terms of service, and unequal bargaining positions,
limiting their ability to negotiate fair remuneration, protect their intellectual
property, or maintain creative autonomy. This imbalance can lead to
exploitation, undervaluation of labour, and loss of control over cultural
outputs, while reinforcing platform-centric content economies that prioritize
engagement metrics over artistic quality or cultural significance.
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These asymmetries are structural rather than incidental. Because platforms
control the recommendation and discovery systems through which
audiences encounter cultural goods, they exercise a form of gatekeeping
power that determines visibility, and therefore income, while disclosing little
about how their algorithms operate (Zuboff, 2019). Creators are frequently
presented with non-negotiable, standard-form terms governing licensing,
data use, and revenue sharing, and have limited recourse when those terms
change. The integration of generative Al compounds the imbalance: the
same platforms that distribute creators’ work may also use it—often without
specific consent or compensation—to train systems that generate competing
content at marginal cost. The cumulative effect is a redistribution of value
away from individual creators and culturally specific communities toward a
small number of vertically integrated firms, with consequences for both the
economic sustainability of creative labour and the long-term diversity of
cultural production. Effective governance must therefore address not only
individual transactions but the underlying concentration of infrastructural and
informational power.

Taken together, these challenges—the erosion of creative agency, bias and
data colonialism, and entrenched power asymmetries—share a common
root: existing compliance-oriented frameworks neither anticipate nor
adequately constrain the cultural and distributive harms of automated
creativity. Diagnosing the problems, however, is only the first step. If
governance is to move beyond compliance, it must rest on an affirmative set
of normative commitments capable of guiding institutional design. The next
section therefore sets out the principles that should underpin a human-
centered Al governance framework for the sector.

Principles Of A Human-Centered Ai Governance Framework For The
Creative And Cultural Industries

A human-centered Al governance framework for the creative and cultural
industries must prioritize human agency and creative autonomy, ensuring
that Al systems augment rather than replace human creators. This principle
emphasizes meaningful human oversight at every stage of the creative
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process, from ideation to production and distribution, while safeguarding the
rights of authors to attribution, control, and decision-making over their works.
By embedding agency into Al governance, creators retain the freedom to
experiment, innovate, and assert their cultural and artistic identities,
preserving the authenticity and diversity of creative expression.

Central to the framework is the promotion of fairness, inclusion, and cultural
diversity, addressing biases inherent in Al training data and algorithmic
decision-making. = Governance mechanisms must ensure that
underrepresented creators, minority cultures, and local artistic traditions are
protected from marginalization and homogenization. This principle also
advocates for equitable access to Al tools, participatory decision-making in
Al deployment, and the establishment of mechanisms that recognize and
fairly compensate contributions from diverse creators, reinforcing a just and
inclusive creative ecosystem.

Transparency and accountability are foundational to human-centered Al
governance, requiring Al systems to be explainable, auditable, and aligned
with ethical standards. Creators, regulators, and audiences must be able to
understand how Al influences content creation, curation, and distribution.
Additionally, the framework emphasizes sustainability of creative labour and
cultural ecosystems, ensuring that Al deployment does not undermine long-
term economic, social, or cultural viability. Together, these principles create
a governance model that balances technological innovation with human
values, ethical responsibility, and the preservation of vibrant and resilient
cultural industries.

Institutional And Stakeholder-Based Governance Model

Institutional and stakeholder-based governance models recognize that
effective human-centered Al governance in the creative and cultural
industries requires the coordinated participation of multiple actors across
public, private, and civil society domains. Governments and regulators
provide the legal and policy infrastructure, setting standards, enforcing
rights, and facilitating capacity-building, while creative industry institutions
such as guilds, collecting societies, and professional associations develop
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codes of conduct, licensing schemes, and best practices tailored to sector-
specific needs. Al developers and platforms bear responsibilities for ethical
system design, transparency, and human-in-the-loop oversight, ensuring
that algorithms support rather than undermine creative labour. The
participation of creators and cultural communities in participatory
governance systems ensures that Al deployment is informed by a diversity
of voices, local knowledge, and cultural values. Institutional and stakeholder-
based solutions bridge the gap between legal compliance and values-driven,
human-centered regulation by integrating these actors within a cooperative,
multi-layered governance ecosystem that promotes accountability,
inclusivity, and resilience.

Designing An Integrated Human-Centered Ai Governance Framework

Designing an effective framework requires a multi-layered structure that
integrates the various laws, regulations, and standards bearing on Al into a
coherent whole. The framework proposed here comprises three interlocking
layers. The first is a legal-foundation layer of binding rules that operate as a
baseline deterrent on the most serious harms—for example, prohibitions on
manipulative or rights-infringing systems, mandatory disclosure of Al-
generated content, and enforceable rights of consent and remuneration for
the use of creators’ works as training data. The second is an institutional and
technical layer, comprising the standards, codes of conduct, licensing
schemes, auditing requirements, and human-in-the-loop design practices
developed by regulators, collecting societies, guilds, and developers. The
third is a participatory oversight layer, in which creators and cultural
communities exercise a continuing supervisory role through consultation,
representation, and redress mechanisms.

The value of this layered design is best illustrated by practice. The 2023
collective agreements negotiated by the Writers Guild of America and SAG-
AFTRA offer a concrete model: they combine binding contractual rules (Al-
generated material cannot displace a writer’s credit), institutional machinery
(joint committees that monitor technological change), and consent-based
protections (informed consent and compensation for the use of a performer’s
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digital replica). Although sector-specific and jurisdictionally limited, these
agreements demonstrate how human oversight, transparency, and
remuneration can be operationalised rather than merely asserted. A general
framework can translate such arrangements into a model provision—for
example: “No Al system shall be used to generate, alter, or substitute a
creative work derived from an identifiable creator's output without that
creator’s informed consent, attribution, and fair remuneration, and any Al-
generated or Al-assisted output shall be disclosed as such.” Provisions of
this kind give the framework’s principles determinate legal content.

Ethics and creativity must, in addition, be embedded into the framework by
design. Because creativity is the very resource on which the cultural
economy depends, governance must be calibrated so that it protects rather
than stifles creative practice; design choices, defaults, and incentives should
therefore be oriented toward sustaining and rewarding human creativity
rather than displacing it.

Finally, the application of these principles must remain context-specific. The
appropriate degree of regulatory intervention should be determined by
reference to particular sectors, use-cases, and risks rather than by uniform
generalisation, and the distinct legal, economic, and cultural circumstances
of each jurisdiction must be taken into account. A regulatory approach
proportionate for high-volume commercial music streaming may be ill-suited
to a community heritage archive, and the framework must be flexible enough
to accommodate that variation.

Policy Recommendations

In light of the foregoing analysis, the following six recommendations translate
the proposed framework into specific and actionable measures for
legislators, regulators, industry bodies, and platforms.

1 Mandate Human Oversight and Participatory Decision-Making.
Regulators and industry bodies should require that Al systems used in the
creative and cultural industries incorporate meaningful human oversight
throughout the creative process. In concrete terms, this means establishing
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a default rule that Al-generated material cannot be credited as the author of,
or substitute for, a protected work; requiring that creators retain authorship
and attribution rights in Al-assisted outputs; and mandating opt-in consent
before a creator’'s works are used to train Al systems. These obligations can
be implemented through both regulation and sector-wide collective
agreements, building on existing models in which unions and producers have
negotiated enforceable Al provisions.

2. Implement Inclusive Data and Cultural Governance. Governments,
platforms, and Al developers should adopt policies that promote inclusive
data practices and equitable access to Al technologies. This involves
curating diverse, representative training datasets; maintaining auditable
records of dataset provenance; compensating contributors fairly through
collective licensing; and protecting local and indigenous cultural expressions
from exploitation or homogenization. Embedding fairness and cultural
sensitivity into data governance helps prevent the data-driven cultural
marginalization associated with extractive practices.

3. Establish Transparency, Provenance, and Disclosure Obligations.
Legislators should require clear labelling of Al-generated and Al-assisted
content, machine-readable provenance metadata, and disclosure of the
principal categories of works used to train generative systems. Such
obligations—already foreshadowed by the transparency rules of the EU Al
Act—enable creators to detect unauthorised use of their work, allow
audiences to make informed choices, and provide the evidentiary basis for
enforcing consent and remuneration rights (European Union, 2024).

4. Reform Remuneration and Strengthen Collective Bargaining for
Creative Labour. Policymakers should ensure that creators share equitably
in the value generated by Al systems trained on or deployed alongside their
work. This can be achieved through statutory remuneration rights, collective
licensing administered by collecting societies, and the express recognition of
creators’ and performers’ rights to bargain collectively over Al use. Where
individual creators lack bargaining power against dominant platforms,
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collective mechanisms are essential to correcting the structural asymmetries
identified above.

5. Create Sector-Specific Regulatory Sandboxes and Cultural Impact
Assessments. Regulators should establish supervised regulatory
sandboxes—as the EU Al Act now requires—allowing creative-sector Al
tools to be tested under regulatory oversight before wide deployment. In
parallel, providers of higher-risk cultural Al applications should be required
to conduct a “cultural impact assessment,” modelled on the data-protection
impact assessment, evaluating effects on creators’ rights, cultural diversity,
and minority representation before deployment (European Union, 2024).

6. Strengthen Protection of Indigenous Knowledge and Traditional
Cultural Expressions. Governments should align Al governance with
emerging international instruments protecting traditional knowledge and
traditional cultural expressions, ensuring that Al systems do not appropriate
indigenous and community-held cultural material without free, prior, and
informed consent and equitable benefit-sharing. This recommendation is
particularly important for the Global South, where the risk of data colonialism
and cultural extraction is most acute (World Intellectual Property
Organization, 2024).

Conclusion

In conclusion, moving beyond mere compliance to a human-centered,
values-driven Al governance framework is essential for safeguarding
creativity, cultural diversity, and the rights of creators in the evolving
landscape of the creative and cultural industries. By embedding principles of
human agency, transparency, fairness, and accountability, and by engaging
multiple stakeholders—including regulators, platforms, and cultural
communities—Al can be harnessed to augment rather than replace human
creativity. Such governance not only mitigates risks of bias, cultural
homogenization, and labour exploitation but also ensures that Al contributes
to sustainable, inclusive, and ethically responsible cultural innovation.
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BRIDGING TRUST AND TRACEABILITY: REGULATORY COMPLIANCE
CHALLENGES IN BLOCKCHAIN-ENABLED SUPPLY CHAIN FINANCE
FOR AFRICAN EXPORTS

Yetunde Oluwafunbi Ajayi
Abstract

The 21st century has withessed a sprout in the development of blockchain
technology, which in turn indicates positive prospects in trade and supply
chain financing. Blockchain has been praised for promoting transparency,
real-time verifications, end-to-end traceability and immutability. However,
uncertainty exists around its practical application to supply chain finance for
the African Export market. Most especially because Africa continues to suffer
from a trade deficit and is plagued by uncertain and heterogeneous
regulatory regimes. This article examines the landscape in the African
exports market from a legal and comparative perspective - with a view to
identifying regulatory challenges, bottlenecks and opportunities for the
practical application of Blockchain in Africa's supply chain financing. The
article also identifies a few theories and notable practices, bridging the gap
between the two worlds. The method employed by this work is the doctrinal,
library based approach, which draws from regulations, treaties, industry
publications and scholastic texts. This approach allows for the seamless
synthesis and analysis of information from relevant sources. In all, the work
concludes that; Blockchain births boundless opportunities for Africa to
bolster its export supply chain however, regulation needs to be more
proactive and purposive. This work then offers actionable recommendations
to achieve the desired objectives.

Keywords: Blockchain, Trust, Traceability, Exports, Trade.

www. jipps. letstalkipwithdaphne.org 73



THE DIGITAL ECONOMY AND THE LAW

1. Background

There exists a deficit of funding and coordination in Supply Chain finance in
the African Continent. Yet, translating the blockchain innovation into
bankable finance and risk mitigation has its prospects and challenges
(International Finance Corporation [IFC], 2025). For example, the disruption
of the customs, traditions and existing status quo may lead to information
asymmetry across markets - which blockchain ironically seeks to prevent.

This work takes the bold view that Blockchain-enabled supply chain
financing will bridge trust and traceability for African exports. However, in
reality, there exists regulatory and compliance challenges. Therefore, such
an attempt will require coordinated political will and a unification of the
heterogeneous legal and policy landscape governing finance, cybersecurity,
anti-money laundering and counter-terrorist financing (AML/CFT) across
independent and sovereign countries within the African continent (Reuters,
2024). For example, even though African countries recognize “electronic
documents” their court systems still adopt traditional modes of contracting
and proof in evidence (African Export-Import Bank [Afreximbank], 2024b).

To compound the problem, developers and early adopters may be faced with
regulatory confusion and compliance frictions while attempting to deploy
blockchain enabled smart contracts across jurisdictions. This work therefore
provides an overview / review of:

(i) data protection rules as it relates to cross-border situations (a few
legislations like the Nigeria's Data Protection Act 2023 and the Kenyan Data
Protection Act 2019 are discussed).

(ii) financial-crime regulation, Anti-Money Laundering prohibitions (AML) and
Know Your Customer (KYC) safeguards and guidelines (like the FATF
standards).

(iii) Gaps and loops in the continent's legal regime. Of particular concern here
includes Africa's snail-paced adoption of the UNCITRAL Model Law on
Electronic (Transferable) Records (MLETR) - amongst other treaties and
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regulations. Laudable provisions of relevant laws from choice jurisdictions
are also reviewed (like the UK's Electronic Trade Documents Act 2023)
(Pelling, 2023).

(iv) The blockchain / security frameworks that will reduce regulatory conflicts
and

(v) The sustainability of maintaining the status quo in a rapidly evolving world
and how it affects the supply chain financing of African exporters. Here some
notable sustainability regulations are also identified, like the EU-
Deforestation Regulation (European Commission, 2025b).

This paper suggests “compliance-by-design” as a viable option to avoid
possible regulatory conflicts. This means that the Blockchain solution should
integrate parameters / architectures that can ensure (at least) a decent level
of privacy while still ensuring traceability. This can be done by identifying
transactions as a traceable and historical record of several transactions,
rather than apportioning every single transaction to a person. Furthermore,
this work suggests that an audit trail should be integrated in such
architectures to enhance verification and cross-jurisdictional reference /
governance (European Commission, 2024).

Given the peculiar background of Africa, this work suggests a phased policy
implementation as this will facilitate long-term scale. At the onset, African
governments should allow blockchain integration to be handled in
collaboration with the private sector and should first govern by licensing
before outright intervention. In practice, some nations implement the
sandbox model where private entities are granted a limited license to try out
their technology products without the requirement of a full license - the
AfCFTA Digital Trade Protocol, and the Nigerian SEC Sandbox license and
the CBN Sandbox licenses are credible examples of these (African Union,
2024a).

Finally, while actionable recommendations are made in this work, the
regulators and governments will need to exercise purposive executive will,
to advance the continent's supply chain financing to the desired future.
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2. Theory and Literature Review

Trust has, over the years, become a recurring concern in international trade
with Africa, both as it relates to micro and macro-economic phenomena. For
example, allegations of non-performance or nhon-conformance to contractual
terms may stem from intentional acts or innocent
misrepresentations/promises. For example, the physical transportation of
goods may be delayed, due to regulatory bottlenecks and bureaucratic
processes that frequently affect international trade, while payment
obligations may be frustrated by galloping inflation and foreign exchange
risks. Trust, therefore, extends beyond the transacting parties themselves
and is shaped by the broader systems, processes, terrains and logistic
constraints within which trade occurs (Akinkugbe, 2025).

The Africa Export Import Bank has estimated the trade and SCF gap in Africa
at US$80-120 billion annually (Afreximbank, 2025). This figure is particularly
troubling, given that SMEs make up the majority of businesses in Africa and
its agricultural commodity value chains remain largely underdeveloped
(International Trade & Forfaiting Association [ITFA], 2022). The situation is
further compounded by high rejection rates arising from incomplete KYC
documentation, compliance issues, and documentary risk. As a result,
traceability has become a market-access necessity for supply chain
financing in Africa (African Union, 2025). For example, in the European
Union, national traceability systems have been rolled out to address
concerns such as deforestation and other environmental risks (De Oliveira,
2024).

Global trade has experienced significant growth due to digitization (Bank for
International Settlements [BIS], 2021). However, this acceleration remains
uneven, with the African continent getting a smaller piece of the pie (OECD,
2025). While economists identify a “deficit” in the balance of trade as the
common culprit, there are specific issues that lead to this result. As it relates
to this topic, there is a dearth of supply chain finance as multi-national
corporations and financial institutions disproportionately favour larger
enterprises and publicly listed companies to the detriment of small and
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medium-sized entities seeking to export at more competitive rates. The
reason is not far-fetched. International players lack local knowledge of
prospective applicants and will often prefer to proceed with a well-known
entity. Financiers also find it inexpedient and expensive to trace small entities
or enforce obligations in individual jurisdictions (African Union, 2024b).

Against this backdrop, blockchain presents an appealing and enticing
solution which allows transparency, audit, real-time visibility and pre-
programmable smart contracts. l|deally, these features would enable
international players and financial institutions to manage multiple financing
structures efficiently. In practice, however, this ideal often collides with reality
as noted earlier (in the background above). Compounding these challenges
is a high aversion to the judicial systems in African countries, which are
widely seen to be slow, traditional and outdated.

3. Notable Considerations / Jurisdictions

The AfCFTA 2019: The African Free Continental Trade Area Agreementis a
very ambitious project of the African Union, birthed from its Agenda 2063 -
with the African Import Export Bank being the key driver of the goals towards
“the Africa we want” (East African Community, 2022). Asides from being the
World's largest free Trade Area Agreement (55 countries) it seeks to
eliminate trade barriers, establish cross-country value chains and advance
the development of value added trade. A prevalent challenge in African
Trade is the paper based documentation and retrieval systems which make
it difficult and time-consuming to trace, verify and establish transactions
(First Fiduciary, 2025). The AfCFTA Digital Trade Protocol attempts to rectify
the discrepancies in electronic evidentiary rules and provide a model law
(which in turn) will reduce trade barriers and encourage intra-African trade
(between African nations) and international trade (with African nations).

South Africa: Electronic documents are recognized under South Africa's
Electronic Communications and Transactions Act. In Spring Forest Trading
599-CC v Wilberry (Pty) Ltd (2014), its Court upheld the validity of e-
signatures. Under the Law of Evidence Act electronic documents are also
admissible once the relevant foundation has been laid. From the case of S v
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Ndiki (2007) and similar jurisdiction, once a foundation has been laid as to
the relevance and validity of an electronic evidence, it will be recognized in
court.

Nigeria: Section 84 of the Nigerian Evidence Act recognizes electronic /
computer generated documents and provides that it can be admissible
where the requisite foundation as to its validity has been laid. This provision
has been confirmed in Kubor v Dickson (2012) and Dickson v Sylva (2016)
and a host of other cases. Jurisprudentially, Nigerian courts are also
admitting digital “records” as documents provided such data was generated
from a machine that was properly working through the duration when such
information was created (see Section 84(2) of the Evidence Act, supra).

Kenya: Similar to the position in Nigeria and South Africa, the Kenyan courts
have recognised that electronic / computer generated documents are
admissible in evidence, provided there was no alteration or tampering. See
Republic v Barisa Wayu Mataguda (2011). Furthermore, in Arunda v Office
of the Data Protection Commissioner & Anr (2025) the Court considered the
constitutionality of Section 56 of the Data Protection Act 2019 and the
constitutionality of Regulation 14 of the Data Protection (Complaints
Handling and Enforcement Procedures) Regulations 2021 - upholding the
right to privacy and data ownership. In the landmark WorldCoin case,
Republic v Tools for Humanity Corporation (2025), the court mandated
compliance with data protection laws particularly requiring the consent of the
data subject and holding that the mode of collection (which in this case
featured biometric and cryptocurrency issuance) has to fully comply with the
provisions of the law. This decision should be instructive to blockchain
developers while coding the fingerprinting and traceability algorithms.

United Kingdom: The English courts treat cryptoassets as property and
adopt a fairly pragmatic approach towards electronic evidence. It is no longer
news that electronic signatures and email correspondences are admissible
in English courts until the contrary is proven. See Golden Ocean Group Ltd
v Salgaocar Mining Industries Ltd (2012) and Neocleous v Rees (2019).
Also, the UK Electronic Trade Documents Act 2023. Furthermore, in English
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jurisprudence, there is a fiduciary requirement on developers / owners of
such electronic records where it can be established that they have control.
See Tulip Trading Ltd v Van der Laan (2023). From a jurisprudential
standpoint, blockchain contracts can be proven. In AA v Persons Unknown
(2019) the English Court recognized cryptocurrency as a form of property
and was able to grant an injunction over misappropriated Bitcoin - holding
that cryptocurrency is a form of property over which proprietary reliefs can
be made (Yip, 2024). See also lon Science Ltd v Persons Unknown (2020).
One may ask how service of court processes will be effected in a situation
between non-privies (for example spams and scam situations). In D'Aloia v
Persons Unknown & Ors (2022), the Court allowed service by airdropping
and utilized the doctrine of constructive trust in fraud. This is a forward-
looking approach.

Singapore: Just like the United Kingdom, Singapore has been well reasoned
in most of its laws and jurisprudential approach to digital assets. In Quoine
Pte Ltd v B2C2 Ltd (2020) the Singaporean Court of Appeal directly
examined the implication of trades done through algorithms on the
blockchain. The Court validly construed liability on the exchange for breach
of contract (although it hesitated to impose the doctrine of trust over the
overall pooled assets of the exchange). In CLM v CLN (2022), the Court was
able to grant freezing injunctions over stolen cryptocurrency noting that it
was a property - while in Janesh S/O Rajkumar v Unknown Persons (2022),
a similar injunction was granted over a non-fungible token. These decisions
place Singapore as a noteworthy and forward-looking jurisdiction worthy of
mention.

New Zealand: The New Zealand courts have drawn inspiration from the UK
Courts on electronically admissible documents and applied the
jurisprudential principles specifically to blockchain transactions. In Ruscoe v
Cryptopia (in liquidation) (2020) the Court recognized cryptocurrency and
applied the doctrine of trust to its assets. In contrast, many African
jurisdictions are still catching up, lacking clear legal recognition of digital
assets or guidance on handling blockchain-related disputes.
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China: The Chinese courts have gained influence in recent times for their
disciplined jurisprudence in this field. First, they have particularly recognized
and do make strategic attempts to efficiently regulate blockchain through
innovative legislations and technology / internet Courts. In 2018, blockchain
evidence was accepted by the Hangzhou Internet Court in Hangzhou Huatai
Media Culture Media Co., Ltd. v Shenzhen Daotong Technology
Development Co., Ltd (2018), where it laid down salient principles for a
Court's adoption of blockchain evidence, which (in summary) requires that:

- The Court considers the blockchain technology to see if it is tamper-proof
and traceable.

- The electronic evidence or data stored should have a clear source and
history.

- There has been no distortion or mutilation in transmission.
- Data can be verified from the platform or source code and (or) history/logs.

In this case, the data so analyzed complied with the requirements for
reliability and was admitted in evidence.

4. Critical Analysis

From the above overview, it is clear that electronic evidence is admissible
once the legal safeguards have been established. The regulators and Courts
have applied property and equitable jurisprudence to bring blockchain within
the ambit of the law to unlock the remedies under the law (injunctions,
Mareval/freezing orders, tracing, amongst others). Electronic signatures and
correspondences are also recognized in some African jurisdictions, hence
smart contracts on the blockchain should implement sequences for signing
and assent (whether through hashes, timestamps, audit trails or if-this-then-
that codifications). With limited liability under the various privacy and data
protection regulations, developers and contract drafters should ensure that
the data subject is informed of the data being collected and does assent to
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this. Given the foregoing, this work proposes “compliance by design” to avoid
friction with regulators.

Compliance by Design: Key Parameters and Considerations

1. Data protection: Privacy and data protection are legal concerns that have
become front burner issues in the digital age. In Nigeria, for example, the
Data Protection Act 2023 creates the NDP Commission to regulate data
processing and implement appropriate safeguards on the collection and use
of data (CMS Law, 2022). Likewise, in Kenya, its Data Protection Act 2019
codifies similar protections. South Africa's data protection law additionally
requires that in international transfers, the recipient jurisdiction should be
data compliant. Similar provisions of other African countries can be seen to
be similar to the GDPR (Information Technology & Innovation Foundation
[ITIF], 2025). AML/CFT: FATF (R-15) seeks to entrench some level of AML
best practices and compliance for Virtual Asset Service Providers (Financial
Action Task Force [FATF], 2024a) and requires (at the very least) the
originator/beneficiary information (FATF, 2024b). Much remains to be felt on
its implementation, which is uneven across jurisdictions and platforms.

A split ledger pattern can be adopted to balance the competing rights to
privacy with the need for transparency. This means that personal/private
information will be off chain while transactional data, hashes and metadata
will be on chain. Access to this information can also be integrated through
REST Application Programming Interfaces (APIs) so that it shows as a
record and further details can be received, either by a consent to the transfer,
or by additional regulatory intervention.

2. Regulatory Synchronisation: Regulators tend to retrospectively regulate
the fintech sectors through ambiguous bans and restrictions. For example,
in 2021, the Central Bank of Nigeria prohibited banks from facilitating crypto
transactions. However, subsequent regulations have been issued in
collaboration with the Securities and Exchange Commission (in 2023 and
2024) to ease the tightening by introducing a Sandbox regime and an AIRP
licence (Approval in Principle). In 2024, the Bank of Ghana also proposed
draft guidelines which (in sum) recommended a risk-based approach to
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regulating fintechs and digital assets (and offered a sandbox solution) (Bank
of Ghana, 2024).

3. Documentary Evidence and Enforceability: The UNCITRAL Model Law on
Electronic Transferable Records (2017) admonishes / canvasses for the
admissibility of electronic documents. What this means is that countries may
agree that the paper equivalents of trade documents like bill of lading and
promissory notes can be translated to digital representations having
evidential value in the jurisdiction that chooses to adopt its provisions.
Developed countries like Singapore, UK and France, have made purposive
adoptions to their local regulations (for example, the UK's Electronic Trade
Documents Act 2023), however, the adoption in Africa remains limited and
uneven (United Nations Commission on International Trade Law
[UNCITRAL], 2017). Parties transacting with Africa may utilize smart drafting
to select the United Kingdom as the choice of law and jurisdiction - however,
these approaches do not totally preclude a local party from suing in its local
courts unless a detailed dispute resolution clause is provided in the contract.
International companies may therefore opt to deal with entities in
UNCITRAL-compliant jurisdictions to avoid complications in collateral
enforcement. This does not mean that Africa is without rescue (World
Customs Organization [WCO], 2025). For example, South Africa, in its
Electronic Communications and Transactions Act, grants legal backing to
electronic signatures while Nigeria, in Section 84 of its Evidence Act (2011),
provides for the admissibility of electronic / computer-generated evidence
(subject to the provision of a certificate of authentication if it is sought to be
tendered in litigation). It is arguable that blockchain records can be classified
as computer-generated / electronic documents under these provisions.

4. Sustainability: A compliant-by-design blockchain implementation will have
to integrate standards and metrics that ensure long-term sustainability of
both the systems and the entities it impacts. For example, traceability
systems should be put in place for the trade in environmentally sensitive
crops (like cocoa) including ID mapping, geolocation proofs and zero-
knowledge proofs (European Forest Institute, 2025).
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5. Conclusion and Recommendations

Transparency and traceability can be improved by the integration of
blockchain to Africa's Supply Chain Financing. However, this can only be
achieved by reducing compliance friction across jurisdictions. This therefore
validates the case for blockchain compliance by design - where issues of
permitted-privacy, sustainability proofs, AML/CFT compliance and
constitutional benchmarks are implemented. The possibilities are endless;
faster access to capital, bolstered trade and innovation in our supply value
chain are just a few. This work proceeds to provide the following actionable
recommendations, drawn together from the discussion above:

A. Convert Model laws to model blockchains, hashes, audit logs and risk
utilities for independent implementation by interested governments, entities,
institutions and parties. Preference should be placed on interoperability and
specific performance.

B. Adopt standard contractual clauses and map legal data across the
continent (this will require cooperation among states / the adoption of
UNCREFERENCED REFERENCE REFERENCED ITRAL models).

C. Choose a mature jurisdiction: contracting parties can nominate more
advanced jurisdictions like China and the United Kingdom as the forum for
litigation and the choice of law.

D. African nations should align with the provisions of the AfCFTA (African
Development Bank [AfDB], 2024) (this will require strong political will).

E. Encourage inter-governmental and cross-country API integrations to
encourage (limited but) shared registries and avoid duplication.

F. Democratise the sandbox initiative for Virtual Asset Service Providers.

G. Implement audit trails that can serve as verifiable records so that they fall
within the ambit of electronic correspondence under the lines of Nigerian and
South African law.
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H. To guard against cyberattacks and fraud, clients' funds should be
segregated from the live server or held in trust - in line with the decisions
examined earlier.

Africa features countries with their various laws. Under the constitutional law
of certain African countries (like the Federal Republic of Nigeria), the
country's adoption of an international treaty does not automatically translate
to local enforcement or application. There is an additional requirement for
such laws to be “domesticated” through a re-enactment in the local
legislation of that country. This will therefore require sufficient pressure from
international organizations (first) by making the domestication of reputable
model laws a pre-condition for the grant of loans or financial aid.
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AFRICA'S CROSS-BORDER DATA FLOW GOVERNANCE DEFICIT AND
THE PATH TO A COHERENT LEGAL FRAMEWORK

Sinmiloluwa Adesanya
Abstract

Africa stands at a defining juncture in the governance of cross-border data
flows. On one side, a wave of national data protection legislation, informed
by the European General Data Protection Regulation (GDPR) and driven by
aspirations of digital sovereignty, is producing localisation requirements and
adequacy conditions that fragment the continent's data ecosystem. On the
other hand, the African Continental Free Trade Area (AfCFTA) Digital Trade
Protocol, adopted in February 2024 with its eight annexes approved in
February 2025, promotes the free flow of data across borders as a
prerequisite for a functioning African single digital market. These two
frameworks are not inherently irreconcilable, but the absence of a coherent,
Africa-centred governance architecture to mediate between them,
particularly how the Malabo Convention and AfCFTA DTP complement or
conflict, creates a structural deficit, one that disadvantages African data
subjects, African businesses, and African states alike. This article examines
the nature of that deficit, the competing frameworks that produced it, and the
conditions necessary for a workable resolution. It argues that Africa does not
need to choose between sovereignty and integration; it needs a governance
framework grounded in its own continental legal instruments, principally the
Malabo Convention and the AfCFTA Digital Trade Protocol, that enables
protected data flows rather than paralysing them.

Keywords: cross-border data flows, data governance, AfCFTA Digital Trade
Protocol, Malabo Convention, data localisation, data sovereignty, African
digital economy, regulatory fragmentation, personal data protection, IP and
data
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Introduction

Data is the operative currency of the digital economy. Its movement across
borders enables cloud computing, digital financial services, e-commerce,
artificial intelligence training, and the global commercialisation of intellectual
property (Raji, R. 2022). For Africa, a continent of 55 states with a combined
population projected to reach 2.5 billion by 2050, the governance of cross-
border data flows is not only a secondary policy concern, but also a question
about who controls the infrastructure of the digital economy, who benefits
from it, and on whose terms, it operates (Future of Privacy Forum, 2025).

In the past five years, there has been an acceleration of legislative activity
on the African continent. As of the end of 2024, 39 of Africa's 55 countries
had enacted data protection laws, and 34 had established formal data
protection authorities (DPAs (Africa Privacy Roundup, 2024; Tech Hive
Advisory, 2025). In 2024 alone, countries such as Cameroon, Ethiopia, and
Malawi, enacted new frameworks (Africa Privacy Roundup, 2024). While all
three laws include provisions for cross-data transfers, their depth varies. For
example, Cameroon's law includes conditions for cross-border transfers and
states that any international transfer of personal data requires prior
authorisation from the DPA (Tech Hive Advisory, 2025). On the other hand,
Malawi bars outbound transfers unless the destination country meets an
adequacy standard or the parties have put in place recognised safeguards
such as binding corporate rules (ITLawCo, 2024).

For countries with already established frameworks, such as South Africa's
Protection of Personal Information Act (POPIA), the Act restricts cross-
border transfers to jurisdictions that offer adequate protection similar to
Malawi (Republic of South Africa, 2013). Nigeria is moving in a similar
direction, with a localisation proposal for defined data categories currently
under active consideration (Republic of Nigeria, 2023; Tech Hive Advisory,
2025). Ghana's 2025 draft Data Protection Act would require domestic
storage of sensitive personal information, including biometric, health, and
children's data (Republic of Ghana, 2025).
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At the continental level, the trajectory appears to point in the opposite
direction. In February 2024, the AfCFTA Digital Trade Protocol (DTP) was
adopted at the 37th African Union Summit in Addis Ababa, accompanied by
eight annexes that were approved in February 2025 (African Union
Assembly, 2024, 2025). The Protocol establishes a framework premised on
the free flow of data as a condition for digital trade among member states
and prohibits data localisation requirements except in narrowly defined
circumstances of legitimate public policy or national security necessity
(African Union Assembly, 2024; Covington & Burling LLP, 2024).

The result of the multilayered provision for cross-border transfers is a
governance architecture that is simultaneously over-legislated and under-
coordinated. Individual states enact increasingly stringent data protection
regimes while committing, at least notionally, to a continental protocol that
constrains those same regimes. Businesses operating across African
borders face a compliance environment in which the rules applicable to a
single data transfer may differ materially depending on whether the
originating state has enacted data protection legislation, whether it has
established a functioning DPA, whether the destination state is deemed
adequate under the originating state's law, and whether continental
commitments apply (Future of Privacy Forum, 2025; Interoperability, 2025).
This is not a sustainable basis for a functioning African digital single market.

This article proceeds in three parts. The first examines the two competing
forces, national data sovereignty and continental integration, and the legal
instruments through which they are expressed. The second analyses the
governance deficit that their tension produces, drawing on specific country
examples and the structural limitations of current frameworks. The third
advocates for a coherent, Africa-centred path forward-one that leverages
existing continental instruments like the Malabo Convention and AfCFTA
DTP-to harmonise national policies with continental objectives, thereby
reducing compliance complexity and fostering a unified digital economy.
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2. Discussion

2.1 The Sovereignty Perspective: National Data Protection and the
Localisation Trend

The expansion of data protection legislation across Africa reflects a
legitimate policy concern. To contextualise the issue, Statista reports show
that Africa has the world's youngest population and is among the fastest-
growing adopters of digital technology (Statista, 2024a, 2024b). This
combination is generating personal data at a scale and pace that few other
regions can match. African citizens produce vast quantities of data through
mobile payments, health applications, social media, and e-commerce every
day, and that volume will only increase as connectivity deepens (Statista,
2024b). The overwhelming majority of this data is processed and stored on
infrastructure located outside the continent (Raji R, 2022). Data localisation
and adequacy requirements represent an attempt to redress this asymmetry:
to ensure that African states retain meaningful regulatory jurisdiction over
data generated by their citizens, and that those citizens can exercise the
legal rights to which data protection law entitles them.

The Malabo Convention, formally, the African Union Convention on Cyber
Security and Personal Data Protection, entered into force in June 2023] after
achieving the required number of ratifications (African Union, 2023). While
its provisions establish a continental baseline for data protection grounded
in fundamental rights principles, policymakers may question its enforceability
across diverse legal systems and the mechanisms for ensuring compliance.
Its influence is growing, even among states that have not yet ratified it, but
clarity on how it will be implemented and monitored remains essential for
effective governance.

Yet the manner in which individual states are implementing data sovereignty
objectives varies widely, and the divergence is itself a governance problem.
South Africa's POPIA imposes an adequacy standard for outbound transfers
but does not provide the clarity businesses need to assess what constitutes
adequate protection in practice (Information Technology and Innovation
Foundation, 2026; Republic of South Africa, 2013). Kenya initiated

www. jipps. letstalkipwithdaphne.org 92



THE DIGITAL ECONOMY AND THE LAW

discussions with the European Commission in 2024 to seek an adequacy
determination, a milestone that, if achieved, would ease data flows between
Kenya and the EU but would do nothing to address intra-African data
movement (European External Action Service, 2024). In 2024, Rwanda
published Standard Contractual Clauses to facilitate transfers; Uganda has
also announced plans to revise its framework to allow more flexible transfer
mechanisms (Africa Privacy Roundup, 2024). Morocco, Ghana, and Nigeria
each apply different standards and different institutional architectures (Tech
Hive Advisory, 2025).

The consequence is that intra-African data flows, precisely the flows that the
AfCFTA digital single market depends on, are subject to a patchwork of
divergent national rules with no common mechanism for mutual recognition
(Future of Privacy Forum, 2025). Hence, a business operating across five
African jurisdictions cannot rely on any single compliance framework.

2.2. The Integration Imperative: The AfCFTA Digital Trade Protocol and
Its Tensions

The AfCFTA Digital Trade Protocol represents the most significant
multilateral digital governance instrument Africa has produced (African Union
Assembly, 2024). The protocol's provisions on cross-border data flows,
particularly Article 20, which requires member states to permit the free flow
of data subject to narrowly defined exceptions, are modelled on frameworks
developed in the Comprehensive and Progressive Agreement for Trans-
Pacific Partnership (CPTPP) and comparable instruments (Comprehensive
and Progressive Agreement for Trans-Pacific Partnership, 2018; Sucker,
2025).

The modelling choice for the Protocol has attracted pointed criticism.
Scholars including Gathii (2024) and Beyleveld and Sucker (2023), have
noted that the cross-border data flow provisions, as drafted, would grant
substantial rights to any company incorporated in an AfCFTA member state,
including subsidiaries of large foreign technology companies, to transfer
African citizens' personal data to any jurisdiction, subject only to the
company's own data protection practices. Under such a framework, a foreign

www. jipps. letstalkipwithdaphne.org 93



THE DIGITAL ECONOMY AND THE LAW

technology company incorporated in Kenya could transfer data collected
from users across the continent to servers in the United States or China, with
limited recourse for the individuals whose data is involved (Gathii, J. T, 2024;
Beyleveld & Sucker, 2023).

A further tension concerns intellectual property. The AfCFTA DTP's provision
on source code, Article 25, would prohibit member states from requiring
access to software source code as a condition of market entry (African Union
Assembly, 2024). Critics argue this goes beyond existing global intellectual
property protections by effectively granting software firms greater secrecy
rights than any IP regime currently provides, and limits governments' ability
to scrutinise the algorithms that determine how African citizens' data is
processed (Gathii, J. T, 2024). Proponents counter that the provision is
necessary to prevent disguised trade protectionism and that technology
transfer occurs more effectively in |P-protected environments, as evidenced
by the significant growth in cross-border patent flows from developed to
developing countries observed over recent decades (International Institute
for Sustainable Development, 2024 ; Stuart, 2024 ).

The protocol's ratification process adds a further layer of complexity. Entry
into force requires approval by 22 of the 55 AU member states, after which
ratifying states will have an additional five years to align their national
legislation (African Union Assembly, 2024; Covington & Burling LLP, 2024).
The AfCFTA currently covers 49 of 55 AU member states as of 2025 (tralac
Trade Law Centre, 2025). This means that for a substantial transitional
period, potentially a decade or more, the continent will operate under
simultaneously applicable national frameworks, the Malabo Convention
baseline, and the AfCFTA DTP, without any settled hierarchy of norms or
effective mechanism for resolving conflicts between them (Rutenberg &
Ncube, 2025).
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2.3. The Governance Deficit: What the Current Architecture Cannot Do

The governance deficit that emerges from this landscape has three structural
dimensions.

First, there is no effective mechanism to facilitate intra-African data flows.
The tools that exist elsewhere, adequacy decisions, mutual recognition
agreements, binding corporate rules, and standard contractual clauses, are
available in some African jurisdictions but have not been developed into any
continental equivalents (Future of Privacy Forum, 2025). Kenya can seek an
adequacy decision from the European Commission (European External
Action Service, 2024). Still, there is ho comparable mechanism by which
Kenya can recognise South Africa's POPIA as providing adequate protection
for data flowing from Kenya to South Africa, or vice versa. The Malabo
Convention provides a normative baseline but no operational transfer
mechanism (African Union, 2023). The AfCFTA DTP provides a free-flow
commitment but leaves the conditions for exceptions, and the specific public
policy objectives that justify them, to be elaborated by the Annex on Cross-
Border Data Transfers, which, while adopted in February 2025, has not yet
entered into force (African Union Assembly, 2025; tralac Trade Law Centre,
2025).

Second, the enforcement architecture is fragmented and under-resourced.
Even where data protection laws exist, and DPAs have been established,
enforcement capacity varies enormously. Many African DPAs lack the staff,
technical expertise, and financial resources necessary to conduct
investigations, process complaints, or engage meaningfully in cross-border
cooperation (CIPESA, 2025; Digital Policy Alert, 2025). Criminal convictions
for data protection offences, a recent development in Uganda and South
Africa, signal a hardening enforcement posture, but individual enforcement
actions cannot substitute for systemic regulatory coordination (Digital Policy
Alert, 2025). The absence of a continental enforcement cooperation
mechanism makes cross-border data protection violations involving multiple
African jurisdictions very difficult to address.
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Third, the interests of African data subjects, individuals whose data is at the
centre of this governance debate, are structurally subordinated in both the
sovereignty and integration frameworks. National data sovereignty rhetoric
often prioritises state control over data flows rather than individual rights. The
AfCFTA DTP's free-flow provisions prioritise the interests of digital trade and,
as some critics argue, the companies that conduct it (Gathii, J. T, 2024,
Mwangi et al., 2025). Neither framework, as currently constituted, provides
African citizens with meaningful, practically enforceable rights over their
personal data in the context of cross-border transfers. The Malabo
Convention's rights-based framing provides the most coherent starting point,
but its limited ratification undermines its practical force (African Union, 2023).

3. Conclusion: Toward A Coherent Africa-Centred Framework

The diagnosis presented above, competing national and continental
frameworks, no effective transfer facilitation mechanism, under-resourced
enforcement, and structurally marginalised individual rights, does not
support a counsel of despair. Africa has the legal instruments necessary for
a coherent framework. What it lacks is the institutional architecture and
political will to operationalise them.

A workable path forward requires three connected elements. The first is a
continental mutual recognition framework built on the Malabo Convention
baseline. States that have enacted data protection legislation meeting the
Malabo Convention's minimum standards should be able to recognise each
other's frameworks as providing adequate protection for intra-African
transfers, without requiring bilateral adequacy negotiations or resort to
contractual mechanisms (African Union, 2023; Future of Privacy Forum,
2025). The AfCFTA Secretariat and the African Union Commission are the
appropriate institutional actors to develop the assessment criteria, and the
Annex on Cross-Border Data Transfers provides the legal hook on which
such a framework can be anchored (African Union Assembly, 2025).

The second element is a differentiated approach to data localisation and
free-flow commitments. The AfCFTA DTP's current framing, free flows as the
default, exceptions narrowly available, may be appropriate for commercial
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personal data in non-sensitive sectors (African Union Assembly, 2024). It is
not appropriate for categories of data that carry heightened risk: biometric
data, health records, children's data, financial records, and data critical to
national security. African states need, and the protocol should
accommodate, a tiered governance model that applies different rules to
different categories of data, with the categories defined at the continental
level to prevent fragmentation. This is consistent with the approach taken in
existing African data protection laws, which almost uniformly distinguish
between sensitive and non-sensitive personal data (Tech Hive Advisory,
2025).

The third element is a continental enforcement cooperation mechanism, a
standing forum through which African DPAs can conduct joint investigations,
share regulatory intelligence, and coordinate responses to cross-border
violations. The Global Privacy Assembly, the International Conference of
Data Protection and Privacy Commissioners, and the network of European
data protection authorities under the GDPR's consistency mechanism all
offer partial models. Africa needs its own version, housed within the African
Union institutional framework, adequately resourced, and empowered to
issue binding recommendations to national DPAs in cases involving cross-
border harm.

None of this requires Africa to choose between sovereignty and integration.
The dichotomy is false. Sovereignty, properly understood, is not the power
to prohibit data from crossing borders; it is the capacity to set the terms on
which data crosses borders and to enforce those terms. Integration,
properly understood, is not the abolition of regulatory difference; it is the
creation of a common legal space within which regulatory differences are
managed rather than compounded. A coherent African data governance
framework can honour both.

The digital economy will not wait for this framework to mature at its own
pace. The AfCFTA DTP's ratification process, the continued expansion of
national data protection legislation, and the accelerating deployment of
artificial intelligence systems that process African citizens' data at scale all

www. jipps. letstalkipwithdaphne.org 97



THE DIGITAL ECONOMY AND THE LAW

create urgency (Rutenberg & Ncube, 2025). Africa has built the normative
foundations. The task now is to build the governance architecture that
makes them work.
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TECHNOLOGY AND SPACE LAW: WHERE INNOVATION MEETS
REGULATION

Cybel Ekpa
A Comparative Analysis of Emerging Regulatory Frameworks
Abstract

The rapid proliferation of space technologies, from satellites and remote
sensing platforms to commercial launch vehicles, has created an urgent
need for robust, adaptable legal frameworks. This paper examines the
intricate relationship between technological advancement and space law,
using Nigeria's National Space Research and Development Agency
(NASRDA) Act of 2010 as its primary lens. The paper explores how the Act's
licensing mechanisms, regulatory institutions, and radio spectrum
governance attempt to manage an increasingly technology-driven space
sector. Through a comparative analysis with the United States Federal
Communications Commission (FCC) under the Communications Act and the
Federal Aviation Administration (FAA) under the Commercial Space Launch
Act (CSLA) of 1984, the paper argues that space law is hot merely a product
of political will but is fundamentally shaped by, and responsive to, the
technologies it seeks to regulate. The paper further identifies critical gaps in
Nigeria's regulatory framework, including reliance on foreign launches,
limited private-sector engagement, and aging satellite infrastructure. It
proposes pathways for legal evolution aligned with contemporary
technological realities.

Keywords: Space, Remote Sensing, Technology, Governance
Introduction

The history of space law is, at its core, the history of technology pressing
against the boundaries of the existing legal order. From the moment the
Soviet Union launched Sputnik in 1957, and the international community
scrambled to establish norms for outer space conduct, the law has
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perpetually chased technological development. Today, as commercial space
activities grow exponentially, driven by reusable launch vehicles, satellite
mega-constellations, and the ambitions of both state and non-state actors,
the question of how law and technology interact in the space domain has
never been more consequential.

Nigeria's National Space Research and Development Agency (NASRDA)
Act of 2010 provides a compelling case study of a developing nation
navigating this complex intersection. Founded in 1999 under former
President Olusegun Obasanjo, NASRDA was established to develop a
comprehensive strategy for space science and technology advancement
(NASRDA Act, 2010). Over the following decades, Nigeria launched a series
of satellites, NigeriaSat-1 (2003), NigComSat-1 (2007), NigeriaSat-2 and
NigeriaSat-X (2011), and NigComSat-1R (2011/2012), and developed a
legislative framework to govern the country's growing space activities
(NASRDA, 2025; Space in Africa, 2021). As scholars such as Frans Von Der
Dunk have observed, however, the NASRDA Act, while forward-thinking in
its foundational structure, falls short in addressing specific operational
intricacies essential for a thriving space sector (Von Der Dunk, 2011).

This paper interrogates the intertwining of technology and space law,
examining the NASRDA Act's licensing regime, spectrum regulation, and
comparative regulatory models. The analysis is organized around three
central questions: How does technology drive the content and structure of
space law? How do licensing frameworks operate as instruments of
technological governance? And what systemic challenges arise when law
fails to keep pace with rapidly evolving space technologies? By engaging
these questions through both Nigerian and comparative U.S. perspectives,
this paper contributes to a broader understanding of how emerging
spacefaring nations can construct adaptive, technology-responsive legal
frameworks.
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Discussion
I. The Technological Foundations of Space Law

Space law is inherently technological in its origins and its evolution. The
foundational international instruments governing outer space, the Outer
Space Treaty of 1967, the Liability Convention of 1972, and the Registration
Convention of 1976, were all direct responses to specific technological
developments. The Outer Space Treaty, for example, was catalyzed by the
technological shock of satellite launches and the need to prevent the
weaponization of a new frontier (United Nations, 1967).

Each legal development followed a technological one, establishing a pattern
that continues to define the discipline.

Nigeria's legislative trajectory mirrors this global dynamic. Before 1976,
Nigeria had already expressed its intention to establish a comprehensive
remote sensing center at an intergovernmental meeting in Addis Ababa,
Ethiopia, recognizing the strategic importance of satellite data acquisition
technology (NASRDA Center for Basic Space Science, n.d.). This led to the
authorization of the National Center for Remote Sensing with its
headquarters in Jos and a satellite ground receiving station at Kerang, near
Panyan, Plateau State.

The passage of the NASRDA Act in 2010 was itself a legislative response to
the technological reality of Nigeria's growing satellite portfolio. By then,
Nigeria's portfolio included NigeriaSat-1, launched on September 27, 2003,
as the country's first Earth-observation satellite, and NigComSat-1, launched
on May 13, 2007, as Africa's first communications satellite, though
NigComSat-1 failed in orbit in November 2008 due to a solar array anomaly
and was subsequently de-orbited (Wikipedia —NigComSat-1, 2023;
NIGCOMSAT, n.d.). Its replacement, NigComSat-1R, was launched on 19
December 2011 and delivered to orbit on 2 March 2012, following the
passage of the Act (NASRDA, n.d.; AidData, n.d.).
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The Act's definitional choices further illuminate the relationship between
technology and law. By defining 'outer space' as any region beyond 100 km
above sea level and a spacecraft launch as propelling an object to that
altitude, the NASRDA Act anchors its legal concepts in measurable scientific
parameters (Ekpa, 2024). This is not a trivial observation: legal definitions
that are grounded in technological specificity are more effective at governing
the activities they target than vague, technology-agnostic provisions. Such
precision also facilitates compliance with international obligations under the
Outer Space Treaty and the Registration Convention, both of which require
that space objects be clearly identified and that states maintain jurisdiction
over their space activities.

However, the technological foundations of Nigeria's space program also
reveal significant vulnerabilities in its legal framework. Nigeria's satellites
were purchased from foreign sources rather than developed domestically,
and the country continues to rely on Chinese and Russian rockets for launch
services (Center for Strategic and International Studies 2020). This
dependency on foreign technology exposes a legislative gap: the NASRDA
Act does not adequately address the regulatory complexities of international
launch arrangements, technology transfer agreements, or the long-term
strategic implications of a space program built on imported infrastructure. As
noted by Ekpa (2024), Nigeria currently lacks an ongoing domestic launch
system development program, and the technical challenges it faces are
largely attributable to workforce competence gaps and insufficient training
and retention structures for skilled professionals.

As of 2025, NASRDA has announced plans for an indigenous spaceport to
be built around, 2025-2028 and aspirational targets to build satellites without
foreign assistance (Wikipedia — NASRDA, 2025). Notably, in June 2025,
Nigerian-born philanthropist Chief Owolabi Salis became the first Nigerian to
travel to space, aboard Blue Origin's NS-33 mission, though this was a
private rather than a government-backed undertaking (NASRDA, 2025).
These developments do not resolve the legislative gaps identified in this
paper but provide important forward-looking context for Nigeria's space
trajectory.
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ll. Licensing as an Instrument of Technological Governance

Licensing regimes represent the most direct interface between space law
and technology management. By conditioning access to space activities on
compliance with regulatory requirements, licensing frameworks allow
governments to shape the technological landscape of their national space
sectors. In Nigeria, the NASRDA Act empowers the agency to issue licenses
to individuals or corporate entities for activities specified under Section 6(k),
which pertains to satellite data storage and management within Nigeria's
territory (NASRDA Act, 2010). All partnerships or consultations regarding
space data in Nigeria must be conducted via or with the agency, establishing
NASRDA as the central regulatory hub for satellite data governance.

The draft regulations also establish a tiered licensing architecture for launch
activities. A 'launch facility permit' authorizes the construction and operation
of a launch facility in Nigeria, specifying the approved type of launch vehicle
and designated flight paths. A 'launch permit' authorizes either a specific
space object launch or a series of launches from a designated facility using
a designated launch vehicle type. An 'overseas launch certificate' applies
specifically to Nigerian nationals launching from foreign facilities, ensuring
that the regulatory reach of the NASRDA framework extends beyond
Nigerian borders. Finally, an 'exemption certificate' may substitute for any of
these authorizations under specified circumstances (Ekpa, 2024). This
layered system reflects the complexity of modern space operations, where a
single satellite mission may involve multiple jurisdictions, technologies, and
regulatory touch points.

The Nigerian Communications Commission (NCC), established under the
Nigerian Communications Act of 2003, manages a parallel but
complementary licensing regime for the radio frequency spectrum, a critical
technological resource for all satellite operations. The NCC oversees
spectrum auctions for cellular and fixed wireless access and is implementing
a Spectrum Management and Monitoring System (SMMS) to improve
radiofrequency governance (Nigerian Communications Commission Act,
2003). The SMMS requires telecommunications operators to provide
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comprehensive information about their frequencies, equipment, and
deployment sites, creating an updated frequency utilization database that
facilitates interference resolution and spectrum planning. The NCC's
licensing procedures are governed by principles of transparency, fairness,
non-discrimination, and efficient spectrum management, as prescribed by
Section 33(3) of the Nigerian Communications Act (2003).

Above the NCC in Nigeria's regulatory hierarchy sits the National Frequency
Management Council (NFMC), housed under the Ministry of Information and
Communications, which serves as the primary authority for coordinating
radio spectrum allocation across all regulatory bodies, including the NCC
and the National Broadcasting Commission (NBC). The NBC, in turn,
licenses approximately 350 private, public, satellite, network, university, and
community radio and television stations, and distributes apex authority
frequencies to commercial and public broadcasters (Ekpa, 2024). This multi-
layered institutional architecture, while comprehensive in scope, also creates
potential for regulatory fragmentation, a challenge that technology-intensive
industries such as space communications are particularly vulnerable to.

Comparing Nigeria's licensing framework to that of the United States
illuminates both the strengths and limitations of the NASRDA model. In the
United States, the FAA's Office of Commercial Space Transportation was
originally established within the Department of Transportation in 1984 under
the Commercial Space Launch Act and transferred to the FAA in November
1995 (FAA, 2025). The FAA issues launch licenses, reentry licenses, and
launch site operator licenses and conducts safety inspections to ensure that
commercial space activities do not pose undue risks to public health,
property, or U.S. national security (U.S. Commercial Space Launch
Competitiveness Act, 2015).

The FCC, operating under the Communications Act, manages spectrum
allocation for satellite communications, coordinating with international bodies
such as the ITU to ensure that U.S. satellite operators comply with global
frequency coordination requirements. The U.S. framework reflects decades
of regulatory refinement driven by technological change. As commercial

www. jipps. letstalkipwithdaphne.org 107



THE DIGITAL ECONOMY AND THE LAW

launch technology evolved, culminating in the development of reusable
launch vehicles by companies such as SpaceX and Blue Origin, the
regulatory framework was updated through the U.S. Commercial Space
Launch Competitiveness Act of 2015 to accommodate new business
models, streamline licensing processes, and reduce regulatory burdens on
emerging commercial operators. Nigeria's NASRDA Act, enacted in 2010,
has not yet undergone comparable updates, despite significant changes in
the global space technology landscape over the intervening years.

lll. Spectrum Regulation at the Technology-Law Interface

The management of the radio frequency spectrum represents one of the
most technically demanding dimensions of space law. Satellites depend on
specific frequency bands for command and control, telemetry, and data
transmission, and the allocation of these frequencies involves both domestic
regulatory decisions and international coordination through the International
Telecommunication Union (ITU). Nigeria's licensing regulations require that
licensees strictly comply with ITU regulations on the allocation of frequencies
and orbital positions, embedding international technology standards directly
into the national legal framework (Ekpa, 2024).

The ITU's Radio Regulations, which govern the global allocation and use of
radio frequencies, are themselves a product of technological necessity. As
satellite technology evolved and the number of operational satellites grew,
the potential for radio frequency interference increased correspondingly,
requiring ever more sophisticated international coordination mechanisms.
Nigeria's compliance with ITU regulations is therefore not merely a matter of
international legal obligation but a technological imperative: without
adherence to ITU frequency coordination procedures, Nigerian satellites risk
harmful interference from or to other operators, compromising their
operational effectiveness.

The NCC's implementation of the SMMS further illustrates the interplay
between technology and law in spectrum regulation. By collecting detailed
data on frequencies, equipment, and deployment sites from
telecommunications operators, the NCC is building the informational
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infrastructure necessary for effective spectrum management in an
increasingly congested radio environment. This data-driven approach to
spectrum governance reflects a broader trend in space and
telecommunications regulation toward evidence-based, technologically
sophisticated oversight. This trend distinguishes advanced regulatory
systems from their less developed counterparts.

IV. Systemic Challenges: When Law Fails to Keep Pace with
Technology

The most significant dimension of the technology-law relationship in the
space sector is regulatory lag, the tendency for legal frameworks to lag
behind technological change. Nigeria's experience with its Earth-observation
satellites provides a striking illustration. NigeriaSat-2 and NigeriaSat-X were
launched on 17 August 2011 with a projected operational lifespan of seven
years (through 2018). However, as of 2021, both satellites were reportedly
still in orbit and operational, albeit not optimally, and had survived well
beyond their design parameters (Oyewole, 2021; Space in Africa, 2021).

While this technological resilience might appear to be a straightforward
success story, it also reveals a regulatory challenge: Nigeria's legal
framework does not appear to have anticipated the operational, liability, and
end-of-life implications of satellites operating beyond their projected
lifespans.

While Section 9(4) grants discretionary authority to impose licensing
conditions on payload disposal and contamination prevention, the Act lacks
specific, enforceable standards. Unlike jurisdictions that mandate
compliance with the Inter-Agency Space Debris Coordination Committee's
25-year deorbiting guideline or specify passivation procedures, Nigeria's
framework leaves these critical operational requirements to ad hoc licensing
decisions. As Nigeria's satellites age beyond their design life, this regulatory
discretion creates uncertainty about liability allocation and debris mitigation
responsibilities. (Von Der Dunk, 2011).
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The absence of private sector engagement in Nigeria's space industry
represents another critical regulatory challenge with deep technological
implications. The Nigerian space industry is currently experiencing sluggish
development due to a lack of private-sector engagement in commercial
space activities (Ekpa, 2024 ). In contrast, the U.S. commercial space sector
has flourished precisely because the regulatory framework, through the
CSLA and subsequent legislative updates, has actively facilitated private
investment, streamlined licensing, and created legal certainty for commercial
operators. Nigeria's regulatory framework has not yet achieved this enabling
function, in part because the NASRDA Act was designed primarily for a state-
led space program rather than a mixed public-private space economy.

The contrast between Nigeria's state-centric model and the U.S.
commercially oriented approach is instructive. The U.S. Commercial Space
Launch Competitiveness Act of 2015 explicitly sought to encourage the
development of a robust U.S. commercial space industry by reducing
regulatory burdens and providing a more favorable legal environment for
private investment. The Act also addressed novel legal questions raised by
new space technologies, including the legal status of resources extracted
from celestial bodies, an issue that no existing international space law
instrument had previously addressed. Nigeria's legal framework, by contrast,
has not yet engaged with these emerging technological and legal frontiers,
reflecting a broader regulatory vision gap that must be addressed if Nigeria
is to realize its space sector potential.

V. Toward an Adaptive, Technology-Responsive Space Law Framework

The foregoing analysis suggests that effective space law must not merely be
reactive to technological change but proactively designed to anticipate and
accommodate it. Several principles emerge from the comparative analysis
of Nigerian and U.S. space regulatory frameworks that may guide the
development of more adaptive legal instruments.

First, legal frameworks must be grounded in technological specificity. Vague
or technology-agnostic legal provisions are poorly equipped to govern the
complex operational realities of modern space activities. Nigeria's Act
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benefited from its precise definitions of outer space and spacecraft launches;
future legislative updates should extend this specificity to cover areas such
as satellite end-of-life management, debris mitigation, and the regulation of
emerging space technologies, including small satelltes and on-orbit
servicing vehicles.

Second, regulatory institutions must develop deep technological expertise.
The NCC's implementation of the SMMS and its engagement with ITU
frequency coordination processes reflect an institutional commitment to
technology-informed regulation that other Nigerian space regulatory bodies
should emulate. Building regulatory capacity through the recruitment of
technically qualified staff, investment in monitoring and enforcement
infrastructure, and active engagement with international technical standards
bodies is essential for effective space governance.

Third, legal frameworks must create enabling conditions for private sector
participation. The comparative success of the U.S. commercial space sector
demonstrates that regulatory clarity, streamlined licensing, and legal
certainty are prerequisites for attracting private investment in space
activities. Nigeria's regulatory framework should be reformed to reduce
administrative burdens on commercial space operators, provide clear legal
pathways for new types of space activities, and establish a predictable,
transparent regulatory environment that encourages entrepreneurial
engagement in the space sector.

Finally, space law must engage actively with international legal
developments. As the global space regulatory environment evolves, through
updates to ITU regulations, the development of new norms for responsible
space behavior, and the emergence of bilateral and multilateral agreements
on space traffic management, Nigeria must ensure that its domestic
framework remains aligned with international best practices. This requires
not only compliance with existing international obligations but active
participation in the processes through which new international norms are
developed.
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Conclusion

The relationship between technology and space law is not merely one of
cause and effect but of continuous, dynamic interaction. Technology creates
the conditions that space law must address; law, in turn, shapes the
technological landscape by determining which activities are permitted, under
what conditions, and by whom. Nigeria's NASRDA Act of 2010 represents a
significant step in developing a national space legal framework, providing a
foundational regulatory architecture for licensing, spectrum management,
and compliance with international obligations. Yet, as this paper has
demonstrated, the Act's provisions fall short in several critical areas,
including satellite end-of-life management, private-sector facilitation, and
domestic launch system development, that are essential to a viable, self-
sustaining national space industry.

The comparative analysis with the U.S. FCC and FAA frameworks
underscores the importance of regulatory adaptability and technological
sophistication in effective space governance. The United States has
repeatedly updated its space regulatory framework in response to
technological change, creating a dynamic legal environment that has
supported the emergence of a globally competitive commercial space sector.
Nigeria must pursue a similar trajectory, committing to the ongoing review
and reform of its space legal framework to ensure that it remains fit for
purpose in a rapidly evolving technological environment.

The stakes of this regulatory evolution are high. Space technology offers
transformative potential for Nigeria's development, in areas ranging from
agriculture and natural resource management to disaster monitoring and
communications connectivity. Realizing this potential requires a legal
framework that is not only technically sound and internationally compliant but
genuinely enabling: one that invites private investment, rewards innovation,
and positions Nigeria as a confident and capable participant in the global
space economy. The work of building such a framework is, at its core,
ensuring that Nigeria's law keeps pace with its technological ambitions and
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that those ambitions are bold enough to match the opportunities that space
technology enables.
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TELEMEDICINE AND DATA PROTECTION CHALLENGES IN THE 21ST
CENTURY

Christianah Akinyemi
Abstract

This work explored how the rapid evolution of the 21st century both
contributed to the transformative development of telemedicine, enabling
efficient provision of medical services through digital technologies, but yet
exposed telemedicine to data protection risks in the face of many
cybersecurity threats. The paper extrapolated the benefits and risks
connected to this dual impact of technological advancement on telemedicine
and provided strategies to mitigate them. Strikingly, the work underscored
the need for robust regional and universal legal and regulatory frameworks
to ensure cross border compliance and sustain telemedicine as an effective
healthcare delivery model.

Introduction

One of the characteristics that marks the intersection between technology
and medicine in the 21st century is the development of telemedicine, an
invention that entails the provision of medical and care services at a distance
with the aid of technology (Ansarian and Baharlouei, 2023). The medical
services forged within the concept of telemedicine spread across
consultation, patient monitoring, and transmission of health information,
among others (Sud and Anjankar, 2022). Common to all these services is
that they are provided remotely via technological apparatuses.

Telemedicine has largely sustained quality health care delivery, reducing
time and connected costs, and curbing the spread of communicable
diseases (Ansarian and Baharlouei, 2023). Despite its many benefits, the
use of telemedicine comes with its own challenges, chief among which
centers on the protection of medical information in light of the data protection
scares peculiar to the 21st century. This particular risk gives rise to the need
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for a robust legal and regulatory framework to sustain the safe use of
telemedicine across the globe.

Against this backdrop, this work sets out to expound on telemedicine as a
21st century phenomenon, its benefits and risks, specifically elucidating on
the data protection risks associated with the technology and chart effective
legal and regulatory solutions as recommendations to ameliorate such risks.

Understanding Telemedicine in the 21st Century

Popularized during the COVID-19 pandemic of the year 2020 as the most
effective means of health care delivery (Omboni et al., 2022), telemedicine
has greatly developed on advanced digital technologies of the 21st century
as a feasible and widely acceptable medical practice within the auspices of
healthcare delivery (Pool et al., 2021). Prior to the 21st century, the concept
of telemedicine was largely limited and experimental in nature. With early
technologies like telegraph, radio transmissions and telephone, information
exchange between health care providers and patients were facilitated as
early as the 1900s, however being constrained by the limited capability for
image transmissions, real time communications and high cost, telemedicine
stayed limited and rare (Jagarapu and Savani, 2021).

The late 20th century as well as the 21st century has witnessed the
advancement of telemedicine on the back of highly developed technologies
(Gali, 2022). In current times, telemedicine now finds expressions across
various practice areas within the medical and healthcare field including
ophthalmology, psychiatry, dermatology, dentistry, respiration, emergency
care and many other subfields in the medical field (Ansarian and Baharlouei,
2023). This wide spread and usage of telemedicine and its tools were
significantly influenced by the Covid-19 pandemic in 2020. Current day
technological devices used for telemedical purposes are likewise vast. They
include: mobile applications, video conferencing, machine learning,
wearable sensors, Internet of (medical) things and digital devices such as
mobile phones and computers (Ansarian and Baharlouei, 2023).
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In light of the foregoing, it can be gleaned that telemedicine has existed in
rudimentary forms prior the 21st century, but its adoption was not largely
improved and popularized until the 21st century, thanks to the development
of information technology and the COVID-19 pandemic that hit the world as
a shock wave, necessitating reduced physical contacts and the evolution of
digital health.

The Benefits and Risks Associated to Telemedicine

Telemedicine offers many benefits to the healthcare systems, improving
healthcare delivery and reducing healthcare practitioners’ workloads.
Significant among these benefits include:

° Accelerated access to medical practitioners at lower/affordable costs:
telemedicine evaporates geographical barriers to accessing healthcare,
enabling patients across various locales to consult medical professionals
and care providers at the comfort of their homes, without the need for
physical travel. This particular advantage is largely beneficial to patients
resident in remote and underserved areas. Resultantly, telemedicine
ameliorates costs that would have rather been expended on travels and
other incurable costs (Gajarawala and Pelkowski, 2021).

° Reduction of the Workload of Healthcare Practitioners: telemedicine
provides a convenient means for health care delivery. With the technological
apparatuses, healthcare professionals can efficiently schedule appointments
and effectively manage their time (Maddukuri et al., 2021).

° Telemedicine reduces the need for physical contacts, ameliorating
the spread of contagious diseases and eases access to healthcare for
vulnerable groups such as the elderly, pregnant women, physically
disabled persons, among others (Wolf et al., 2022).

Notwithstanding these benefits, telemedicine also presents certain new
risks, some of which ironically stem from the technological evolution of the
21st century. Telemedicine heavily relies on the exchange of data via digital
platforms and tools. These platforms and tools are, however, susceptible to
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data breaches and cyber attacks that may cause impacts such as
unauthorized access, compromised confidentiality and the breach of data
protection regulations (Chiang and Starren, 2021).

Apart from this, the dearth of physical examination characterizing
telemedicine impedes accurate diagnosis and effective treatment (Bokolo,
2021), specifically for medical conditions that may require such examination.
Nevertheless, telemedicine can be resorted to upon physical examination to
complement treatment (Ansarian and Baharlouei, 2023).

Another factor that poses risk(s) to telemedicine is the uneven telemedicine
access across locales and among persons. Remote areas are often plagued
with inadequate technological infrastructures to support telemedicine
(Gajarawala and Pelkowski, 2021). In the same vein, computer literacy and
technological tools like smart phones, laptops and even the internet are not
universally accessible among persons (Ansarian and Baharlouei, 2023),
especially among the elderly, low income earners and persons residing in
developing or underdeveloped locales. This disparity widens health
inequalities, far from what telemedicine ordinarily seeks to represent.

Amongst the many risks telemedicine portends, this work narrows its focus
on data protection risks, which arises as one of the most critical challenges
in the 21st century delivery of healthcare services through telemedicine. This
is necessary as data protection has far reaching legal, regulatory and ethical
implications, adequately interweaving the law with the healthcare sector.

Data Protection Risks: Impacts on Telemedicine

The 21st century technological innovations come with certain data protection
risks that affect the use of technology across various industries, including the
healthcare sector. This subhead sets out these possible risks with their
implications on the use of technology in rendering healthcare services.

e Unauthorized Access and Interceptions: certain telemedicine platforms
are not well encrypted enough to protect against unauthorized access
to the personal and health information (PHI) of patients. This risk can
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potentially lead to data breaches and puncture patients' trust in
telemedicine (Ritunga et al., 2025).

e Device and Network Vulnerabilities: patients or practitioners’ devices
and their respective networks where susceptible to vulnerabilities such
as phishing, malware and personal data theft, open the personal and
health information of patients to breaches.

e Cyber and Malware Attacks: the prevalent cyber attacks leveled
against the healthcare sector are ransomware and cryptojacking
(Cybersecurity National Coordination Center Malta, 2021).
Ransomware infects servers by maliciously encrypting any data it finds
and demands an online payment to get the password to decrypt. This
cyber attack has been targeted against many healthcare facilities.
Good examples are the ransomware attacks against the lllinois Public
Health Website and a medical testing facility in the UK (Jalali et al.,
2020). Cryptojacking on the other hand is much more covert; it wears
down targeted systems to mine cryptocurrency and can also be used
to infuse ransomware.

The implications of these risks are far reaching. It includes financial loss and
penalties, for instance the US Health Insurance Portability and Accountability
Act, which provides certain standards to protect the personal and health
information of patients, sets significant fines for non-compliance (Holt, 2025).
Some other impacts include patients' loss of confidence in telemedicine,
lawsuits and reputational damages.

Extant Data Protection Legal Frameworks and their Impact on the
Development of a Telemedicine Policy

Health information occupies a privileged and sensitive category of data
across various data privacy frameworks, accorded heightened protection
under the GDPR and protected as highly sensitive information across other
jurisdictions. Its protection also formed the basis for the development of
HIPAA. On the other hand, telemedical services, by their very nature, largely
rely on the storage, transfer and real time processing of health information,
more so, on a large scale, across devices, technological platforms, borders
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and jurisdictions. It is therefore imperative that a proper telemedicine policy
aligns with the established standards protected by these data privacy laws
across jurisdictions.

This is important as reliance on telemedical services have generally raised
guestions among scholars, regarding the exact data protection law that
would apply in data privacy matters arising from cross-border interactions
between patients and healthcare providers using telemedical platforms to
render health care services (Bensemmane and Baeten, 2019). While the
determination of this question would warrant practitioners to navigate a
complex web of regional regulations, national data privacy laws and licensing
frameworks, this article holds that these legal regimes all have in common,
certain established privacy standards which they uphold and protect, and
which a well-designed telemedicine policy must reflect.

In light of the foregoing, this subheading draws on two dominant data
protection frameworks, including the United States’ Health Insurance
Portability and Accountability Act (HIPAA) and the European Union's
General Data Protection Regulation (GDPR), examining their direct
implications for telemedicine practice, thereby extrapolating the principles
that could form the core components of a Telemedicine Policy.

The United States' Health Insurance Portability and Accountability Act
(HIPAA) represents a data protection legislation that is sector specific,
protecting patients’ health information from data privacy breaches.
Recognizing the legal force of this legislation, the Office of Civil Rights (OCR)
gave a directive, mandating the compliance of telemedical services with the
provisions of HIPAA, including switching to a HIPAA-compliant telehealth
vendor (Fortinet, 2026).

The rules under the HIPAA Framework can be categorized as Privacy Rule
and Security Rule, and they both apply to all modes of healthcare service
delivery, whether done remotely or face to face (HIPAA Journal, 2026). Per
the privacy rules, health practitioners are to obtain patients’ consents before
using or disclosing their Protected Health Information. More specific to
telemedical health services, practitioners will therefore be obligated to verify
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the identity of patients hosted on remote facilities; and request consent to
proceed where the patient is with a third-party, such as a caregiver or a family
member, and when the patient is in a public place where consultation might
be overheard (HIPAA Journal, 2026). This obligation can be clearly
incorporated into a telemedicine policy.

Security rules go further to ensure protection against impermissible and
inadvertent disclosure or violation of the provisions of HIPAA, inculcating all
available physical, administrative and technical safeguards. Narrowing it
down to telemedicine services, health practitioners must only use approved
HIPAA-compliant platforms, such as Amwell, athenaOne, Doximity, among
others (Fortinet, 2026). These platforms provide necessary encryption to
safeguard against cybersecurity risks such as data interception,
unauthorized access, among others. Likewise, the HIPAA warrants software
vendors to enter into Business Associate Agreement(s) with healthcare
providers, as they both have persistent access to the protected health
information passing through or stored on the servers of telemedicine
platforms (HIPAA Journal, 2026). All these obligations can be replicated and
further developed in a comprehensive telemedicine policy.

Another obligation which comes under the security rule and may be
replicated in a telemedicine policy is the requirement of periodic risk
assessments, to detect and solve cybersecurity risks in line with established
cybersecurity standards, such as the NIST standards.

Moving on to the EU’s General Data Protection Regulation, this legislation
holds some extraterritorial reach, it applies as long as the data subject
resides in the EU, notwithstanding where the processor or controller is
headquartered (Eikelder, 2026). In the parlance of personal health data, the
legislation has been viewed by scholars as one that provides a more
comprehensive response to issues that challenge the protection of health
data (Malgieri and Comandé, 2017; Yuan and Li, 2019). It accords patients
with more rights and power in the control and ownership of their health
information and toughens the data protection responsibilities of controllers
and processors (Yuan and Li, 2019).
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To be specific, under the EU GDPR, health information is classified as a
special category data and accorded the highest tier of protection (Article 9).
The legislation generally prohibits its processing, except it is processed on
any of the bases set out in Article 9(2) and Article 6 of the legislation.
Furthermore, due to the large sets of health information processed on
telemedicine platforms, such platforms and systems must comply with the
Data Protection Impact Assessment (DPIA) requirement under Article 35,
which is necessary to identify possible risks associated with processing done
through new technologies and ameliorate them before embarking on
processing such information. This requirement is a pivotal one for
telemedicine policy to model after.

In addition, just as required under HIPAA, software vendors must enter into
data processing contracts under Article 28 of the GDPR, ensuring the legal
accountability of these vendors for the data they store and process on behalf
of healthcare providers. The GDPR also obligates data controllers and
processors to implement appropriate technical and organizational measures
to safeguard the information in their care (Arts 25 & 32). In the context of
telemedicine service, such measures would cut across encryption, access
controls, intrusion detection systems, among others, and it is necessary that
they are clearly spelled out in a telemedicine policy.

In conclusion it is apposite to note that, the GDPR provides for certain rights
which are accessible to patients (data subjects) in the context of telemedicine
service. They include: the right to be informed of possible data privacy risks
in an intelligible and easily accessible form, using clear and plain language
under Article 7; the right to access the health information held of them, which
must be granted in 30 days upon request (Arts 12 and 15); the right to
transfer their health data from one controller to another without hindrance
from the former (Article 20); and the right to seek the erasure of the health
information held of them (Article 18); The legislation also educates data
subjects (patients) on the intricacies of automated processing, a central
characteristic of telemedicine platforms, including their associated risks and
consequences (Articles 12, 13, 22, 29). All these can indeed be largely
instructive for designing a comprehensive telemedicine policy.
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Jurisdictional Conflicts in Cross-Border Telemedicine Services

Perhaps there is no issue as more complex in the parlance of cross-border
Telemedicine Practices than the challenge of jurisdiction. This challenge
comes in a cluster of overlapping questions including: which country’s
licensing rules govern the doctor? Which data protection law governs the
Patient’'s health data? Which court has the jurisdiction to resolve conflict if
they arise?

In the US, jurisdictional conflicts may take two forms. First, the domestic
form, which arises from the fact that the regulation of medical practice in the
country is determined by each respective States, as such, a medical
practitioner can only practice in the State(s) where they are licensed.
Telemedicine challenges this principle due to its cross-border nature. As a
result, where a medical practitioner licensed in Texas renders healthcare
services through a telemedicine platform, to a patient domiciling in New York,
such practitioner has in the strict sense of the law practiced in New York
without a license.

This challenge was temporarily addressed during the COVID-19 pandemic,
with resort to emergency waivers that allowed doctors in the US to practice
across State jurisdictions. However, these waivers have expired since May
2023 (U.S. Department of Health and Human Services, Assistant Secretary
for Planning and Evaluation [ASPE], 2024). Another temporary solution
came with the Interstate Medical Licensure Compact (IMLC), which allows a
medical practitioner practice in over 35 States in the US through a single
license. Nevertheless, this hasn'’t precluded States from issuing, renewing
and regulating the issuance of medical licenses independently (lvanova,
2026).

The other aspect is transnational in nature, and it affects both the US and
every other jurisdiction across the globe. Cross-border telemedicine service
naturally invokes the applicability of a large body of laws, regulating all
aspects of telemedicine services including market access, contracts,
software developer’s liability, data protection and court jurisdiction, making it
impossible for a single extant law to regulate all aspects of telemedicine. For
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instance, under the EU Private International law, matters arising from a
breach of contract of this nature, in the absence of a choice of law
agreement, will be governed by the law of the service provider's habitual
residence (Rome | Regulation). However, this differs from the provisions of
the EU GDPR on the subject of data protection, which will apply in all
possible situations affecting EU residents.

In addition to this, many countries are yet to situate telemedicine on a
statutory or regulatory framework, let alone formulate rules that would define
the situations where a foreign medical practitioner may be allowed to treat
her citizens (Lovells, 2020). This opens a lot of possibilities for risks such as
the inadvertent violation of foreign medical licensing laws/regulations, dearth
of legal reliefs for patients and cross-border enforcement limitations.

It is the argument of this exegesis that all these challenges can be sorted by
specific telemedicine policies both in the international and national scenes,
such policy would consolidate all the multi-dimensional areas affecting
telemedicine service such as licensing, jurisdiction, data protection, market
access, developer's liability, among others, which are currently being
regulated by different bodies of laws.

Risk Mitigation Strategies and Recommendations

Mitigating data protection risks in the context of telemedicine requires a
multifaceted approach. The first step involves training healthcare
professionals on the procedures necessary to uphold patient privacy while
engaging technological devices for healthcare services and informing
patients on data collection methods with their associated risks (Ritunga et
al., 2025). In the same vein, healthcare organizations should amplify security
systems with advanced encryption protocols, multi factor authentication and
strong identity systems. They should also put in place advanced security
systems and risk assessment procedures to identify vulnerabilities such as
software in need of upgrade or patching and create comprehensive and
proactive response plans and systems. Another step to be taken towards risk
mitigation is facilitating international and regional cooperation on developing
and ensuring compliance to policies and standards for telemedicine. Such
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policies can be modeled after established ones like the NIST, GDPR and
HIPAA. With this, the international community will be on the same page,
harmonizing standardized protocols for telemedicine, ensuring cross-border
compliance and harmonizing all multi-dimensional areas of law arising from
telemedicine service.

Conclusion

Technological innovation of the 21st century offers telemedicine a significant
shift, contributing to improved healthcare delivery and reach. However, this
development likewise presents certain challenges, chief of which is data
protection risks. This work examined the risks and advanced
recommendations to ameliorate them, ultimately preserving telemedicine as
a viable and effective means of healthcare delivery.
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BRIDGING THE DATA DIVIDE: HOW THE UNITED STATES CAN
SHAPE NIGERIA’S DIGITAL TRADE FUTURE.

Blessing C. Jones
Abstract

This article examines the regulatory misalignment between the United States
and Nigeria in the areas of digital trade, data protection, and cross-border
data governance, and analyzes how these disparities affect bilateral digital
commerce and investment. As Nigeria’s digital economy expands—
particularly in fintech, e-commerce, and creative industries—regulatory
fragmentation in privacy standards, cybersecurity obligations, data-
localization expectations, and digital taxation increasingly constrains cross-
border collaboration with U.S. firms, the country’s largest source of foreign
digital investment. The study reviews recent legal and policy developments,
including Nigeria’s Data Protection Act and the General Application and
Implementation Directive (GAID) 2025, alongside evolving U.S. digital trade
positions, California-led privacy standards, and the NIST Cybersecurity
Framework. Through comparative regulatory analysis, the article identifies
key structural gaps that raise compliance costs, delay partnerships, and
discourage innovation. It proposes targeted harmonization strategies—such
as adequacy determinations for cross-border data transfers, tiered audit
thresholds, mutual recognition of cybersecurity standards, and calibrated
digital tax exemptions—to reduce friction without undermining national
sovereignty. The article concludes that strategic regulatory alignment can
unlock significant trade potential, enhance investor confidence, and position
Nigeria as a trusted hub in the global digital economy.

Introduction

Digital trade has emerged as one of the most consequential drivers of
economic growth in the twenty-first century, reshaping how nations
exchange goods, services, and information across borders. For Nigeria, the
largest digital economy in Africa, this transformation is most visible in the
rapid expansion of fintech services, e-commerce platforms, and digital
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creative industries. The United States plays a central role in this growth
trajectory, serving as the leading source of foreign digital investment and
technological infrastructure. Yet, despite the strong commercial ties between
the two countries, regulatory divergence in data governance and digital trade
policy increasingly threatens to slow the momentum of this partnership.

At the core of the challenge lies a mismatch in data protection standards,
cybersecurity obligations, cross-border transfer rules, and digital taxation
frameworks.

Nigeria’s regulatory architecture has undergone substantial reform in recent
years, particularly with the enactment of the Nigeria Data Protection Act and
the issuance of the General Application and Implementation Directive (GAID)
2025, which introduced stricter compliance requirements and heightened
scrutiny of international data flows. Meanwhile, the United States continues
to operate under a decentralized privacy regime characterized by state-level
legislation, voluntary cybersecurity standards, and evolving digital trade
commitments embedded in bilateral and multilateral agreements. The
absence of a unified federal privacy statute and shifting trade positions
create uncertainty for Nigerian firms seeking predictable regulatory pathways
for U.S. partnerships.

The regulation of digital trade and data governance is increasingly shaped
by the interplay of national legal systems and international frameworks. In
examining the regulatory misalignment between Nigeria and the United
States, this paper adopts a comparative regulatory analysis grounded in
established theories of international trade law and regulatory governance.
Specifically, the analysis is informed by mutual recognition theory, which
explores how jurisdictions acknowledge and accept each other's regulatory
standards to facilitate cross-border transactions, and the literature on
regulatory convergence, which examines the processes and challenges of
harmonizing legal regimes in the digital economy.

Furthermore, this Paper draws on international regulatory cooperation
models, which provide insights into how states negotiate, implement, and
sustain collaborative arrangements in the face of divergent policy objectives
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and asymmetrical power relations. This theoretical lens enables a nuanced
understanding of the structural barriers to regulatory alignment, the legal and
political implications of harmonization, and the potential for mutual
recognition or equivalence determinations as alternative pathways. By
situating the analysis within these scholarly traditions, the paper seeks to
contribute to the broader discourse on digital trade governance, moving
beyond descriptive policy analysis to engage with the systemic and
conceptual dimensions of regulatory cooperation in the digital age. This
approach not only clarifies the analytical foundations of the study but also
positions its findings within the ongoing debates on data localization, digital
constitutionalism, and the political economy of U.S.—Nigeria trade relations.

U.S. and Nigeria’s Digital Trade Policy and the Governance Gap

The rapid growth of digital technologies in the United States in- recent years
has created new opportunities for U.S. consumers and businesses but also
new challenges in international trade. For example, consumers today access
e-commerce, social media, telemedicine, and other offerings did not imagine
thirty years ago. Businesses use advanced technology to reach new
markets, track global supply chains, analyze big data, and create new
products and services (Congressional Research Service, 2021). New
technologies have been known to facilitate economic activity. Data and data
flows have become a pillar of innovation and economic growth. According
to the Department of Commerce, digital economy accounted for 9.6% of U.S.
gross domestic product (GDP) in 2019 and supported 7.7 million U.S. jobs,
or 5.0% of total U.S. employment in 2019. From 2005 to 2019, real value
added for the U.S. digital economy grew at an average annual rate of 5.2%
per year, outpacing the 2.2% growth in the overall economy each year (US.
Bureau of Economic Analysis, 2021)

Given these statistics, the United States spends nearly 60 percent of all
fintech investment in Nigeria, making it the biggest foreign money source in
Africa's largest digital economy. Nigeria's fintech sector hit $1.13 billion in
2024. (IMARC Group, 2024). The sector is projected to grow 15.82% each
year through 2033 (IMARC Group, 2024), while e-commerce should reach

www. jipps. letstalkipwithdaphne.org 132



THE DIGITAL ECONOMY AND THE LAW

$16.83 billion by 2030 (B2C E-Commerce Market Report, 2026). However
uncertain these projections may seem, the regulatory misalignment between
Nigerian and U.S. data protection frameworks needs an overhaul as it
imposes compliance costs that inhibit cross-border digital commerce.

Countries have been working to build a governance framework to promote
digital trade. The digital trade governance system involves both a country's
national regulations and international agreements between countries. The
number of trade agreements involving e-commerce or digital trade
governance is increasing. As of June 2022, 138 trade agreements contained
digital trade or e-commerce clauses (Burri et al., 2022). Technically, trade
agreements are usually focused on reducing or eliminating traditional trade
barriers such as tariffs and quotas. However, as time passed, the scope of
trade agreements and polices have broadened to include cooperation on
several non-trade issues, such as regulatory policies. An important form of
cooperation in this area is harmonization of product standards (Maggi &
Marazova, 2024). Harmonization involves creating uniform standards across
countries to facilitate trade and ensure consistency in regulations. All these
reports and theories form a simple efficiency rationale for harmonization, if
products need to comply with different regulations across markets,
companies will have to incur extra costs of certification, product
specifications and information acquisition, and these are generally
considered to be fixed costs. Hence one pays compliance costs from time to
time, and these extra costs are not related to the products or services being
traded (Lamy, 20215). Now, should trade policies push governments to
harmonize standards, or rather encourage them to diversify standards? With
Digital Trade on the rise, this should be investigated and resolved.

In Nigeria, President Bola Tinubu signed the Nigeria Data Protection Act into
law, scrapping the five-year-old regulation previously in force (IDO, Ogele &
Akintola, 2023). Nigeria’s data protection setup began to change
dramatically in September 2025. The General Application and
Implementation Directive (GAID) 2025, replaced the old Nigerian Data
Protection Law, bringing in more stable rules for moving data across borders.
Digital Trade Governance gap creates real barriers for U.S. companies and
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Nigerian businesses to work together. The alignment of these standards is
not simply procedural; it is the critical foundation for unlocking billions in trade
and investment between the two countries.

To bridge the governance gap between the U.S and Nigeria and practically
other countries, we must consider the proponents of harmonization, mutual
recognition, and equivalence determinations in international trade law:

. Harmonization focuses on creating uniform standards across countries
to faciltate and encourage trade and promote consistency in trade
regulations by different countries.

. Mutual Recognition allows countries to accept each other's regulations
and standards as valid, even where they differ, promoting trade without
requiring uniformity.

. Equivalence Determinations helps countries and trade organizations
assess whether different regulatory measures achieve the same goals,
allowing for trade based on comparable safety or quality levels rather than
bias.

. Trade Facilitation: Harmonization aims for seamless trade through
uniformity, while mutual recognition and equivalence focus on flexibility and
acceptance of diverse standards.

. Regulatory Autonomy: Mutual recognition and equivalence allow
countries to maintain their regulatory autonomy while still engaging in
international trade.

Nigeria's Data Protection and Digital Regulations

Over the years, Nigeria has developed a legal framework to protect data
privacy, aligning with global standards such as the EU’'s GDPR. For example,
the Nigeria Data Protection Act 2023 (NDPA) was specifically enacted to
safeguard personal information and implement data protection nationwide.
In June 2023, The Act set up the Nigeria Data Protection Commission as an
independent body with stronger enforcement powers than the National Data
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Protection Bureau had (IDO, Ogele & Akintola, 2023). On September 19,
2025, the Commission rolled out the General Application and
Implementation Directive 2025 (Osundolire, Aguocha, Hassan, 2025). This
officially ended the 2019 Nigeria Data Protection Regulation and ushered in
stricter compliance requirements as demanding as the GDPR but tailored to
African needs.

GAID 2025 groups organizations into Data Controllers or Processors of
Major Importance. This depends on how much data they consume and how
sensitive it is. For example, Ultra-High-Level companies that have been
known to process data from more than 50,000 individuals, pay one million
naira in annual registration fees and must finish their first data protection
audits within 15 months (Oyebode, 2025). Also, in August 2025, the
Commission issued a public notice announcing the commencement of
sector-by-sector investigations into companies suspected of non-compliance
with the provisions of the Nigeria Data Protection Act 2023 (NDPA) (Ogele
and Akintola, 2025). These companies have 21 days each to show they are
compliant or risk fines and prosecution.

Cross-border data transfers have special focus on the new rules. Schedule
5 of GAID lays out two main paths: (1) send data to countries the
Commission calls "adequate" on data protection or (2) use Cross-Border
Data Transfer Instruments like standard contractual clauses. Nigeria hasn't
published an adequacy list yet, so companies must fall back on contracts
and explicit consent. The Commission kept the power to demand prior
approval for sensitive transfers. That adds delays to deals with U.S. cloud
providers, which is where most Nigerian data reside right now.

Digital taxation has also become a source of revenue for the Nigerian
economy. The Federal government receives Value-Added-Tax from non-
resident digital service providers in 2020 after amending Section 10 of the
VAT Act. By September 2025, the Federal Inland Revenue Service had
pulled in over six hundred billion naira from Facebook, Amazon, Netflix, and
others (Adeyemi, 2025). Google, Microsoft, and TikTok have remitted almost
three trillion naira in taxes alone in just the first half of 2024 (Adeyemi, 2025).
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Beginning from January 2026, non-resident providers earning more than
$25,000 a year from Nigerian customers must register through a Simplified
Compliance Regime portal and charge 7.5% VAT on all digital services
(Asquith, 2025).

Cybersecurity regulation comes from several laws. Cybercrime (Prohibition,
Prevention, etc.) Act 2015 provides that companies must report breaches to
the Nigerian Computer Emergency Response Team within seven days or get
hit with ten million naira in fines and seven years (Scoop, 2025). The Nigerian
Communications Commission, supported by World Bank, is writing a
telecommunications-specific cybersecurity framework due in 2026. This will
target telecom operators with incident management and risk assessment
standards. All this responds to Nigeria getting hit with 6,101 cyberattacks
weekly in 2025, the worst in Africa (Bewa, 2025).

Key Differences Between Nigerian and U.S. Rules

When Nigerian fintech companies try to team up with U.S. payment
processors or e-commerce platforms that use American cloud services, they
encounter regulatory setbacks. Nigeria's GAID ensures Ultra-High-Level
data controllers, companies consuming data from over 50,000 people,
complete full audits and pay one million naira annually (Oyebode, 2025).
Comparatively, California's Consumer Privacy Act works differently. It hits
businesses with annual revenues of over $25 million or those processing
data for over 50,000 residents. There's no audit fee, but companies must do
biennial assessments and file privacy impact reports for risky automated
decision-making. Nigerian firms pay more up front whereas U.S. companies
deal with ongoing compliance burdens.

Cross-border transfer rules don't match up either. GAID only allows transfers
to "adequate" jurisdictions or through approved contractual clauses. Nigeria
hasn't published any adequacy determinations yet. Under USMCA, the U.S.
and its partners must permit unrestricted data flows, no localization
requirements, no prior approvals. Nigerian companies using U.S. cloud
infrastructure get stuck waiting for case-by-case approvals. Projects can be
delayed for up to 60 days.
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Nigeria's Cybercrimes Act requires breach reporting within seven days, or
you face fines up to ten million naira and 7 years in prison (ibid., 2025).
Whereas the United States has no comprehensive national breach-reporting
statute, relying instead on sector-specific instruments such as HIPAA and
SEC disclosure guidance. This fragmented approach produces conflicting
compliance obligations for multinational firms operating across both
jurisdictions.

Digital taxation is another flashpoint. Nigeria's 7.5% VAT on non-resident
digital services kicks in above $25,000 in annual revenue and brought in six
hundred billion naira (Adeyemi, 2025). Most U.S. digital services taxes are
one-sided moves. Congress has warned it might slap retaliatory tariffs on
countries with DSTs, Nigeria included. That raises the risk of back-and-forth
trade fights. These gaps in privacy rules, data flows, security standards, and
tax policy slow down U.S. investment and create headaches for Nigerian
exporters. The argument for targeted harmonization is hard to ignore.

Compliance Burdens and the Cost of Regulatory Divergence

For Nigerian digital companies seeking for U.S. partnerships, regulatory
complexity has gone from annoying to life-threatening. In April 2025, the
Central Bank of Nigeria hit Paystack with a two hundred and fifty million naira
fine for running its Zap product without the right license (Wyne-Ng, 2025).
This wasn't about fraud, but about having unclear rules about whether Zap
was a wallet service or payment processor. Between October and December
2024, CBN handed out over 815 billion penalties to banks for compliance
slip-ups. That pressure rolled downhill to fintech partners, who now face
threats about license seizure if the sponsoring Banks draw regulatory heat.

Fintech firms are now directing between 15 and 25 percent of their operating
budgets toward compliance infrastructure—expenditure that displaces
product development investment. The tightening of the breach reporting
window to 72 hours in 2024 requires continuous monitoring capabilities that
smaller firms are often unable to sustain financially. Firms processing data
relating to more than 50,000 individuals must complete data protection audits
within 15 months and pay one million naira in annual registration fees. U.S.
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platforms that are hosting Nigerian data don't pay these costs (Oyebode,
2025).

E-commerce platforms run into friction, moving money across borders.
Sending payments within Africa can eat up 9% of transaction value, versus
a global average of 6.3% (Duplo, 2025). Currency swings make it worse.
Nigerian merchants using Stripe or PayPal watch their margins disappear as
the naira-to-dollar rate shifts between when a customer orders and when the
payment settles. Intra-African trade accounts for just 15% of the Continent’s
total commerce, 60 percent for European nations, mostly because payment
infrastructure can't keep up with how fast digital commerce moves (lbid.,
2025).

The creative industries present a distinct but equally consequential set of
regulatory challenges. Nigeria's Copyright Act 2023 modernised digital
content protections, yet it left unresolved gaps concerning cross-border
licensing terms applicable to streaming distribution. Nigerian musicians and
filmmakers licensing their work to platforms such as Spotify or Netflix are
compelled to negotiate under contractual frameworks that do not account for
Nigeria’s data residency requirements or applicable withholding tax
obligations. These gaps are further complicated by the emergence of Al-
assisted content creation: as over 60% of African creatives employ artificial
Intelligence tools in content production, questions of intellectual property
ownership and the applicable cross-border licensing framework become
correspondingly more acute and legally uncertain (Ajayi, 2025).

These compliance burdens do not merely constrain growth; they redirect it.
Nigerian digital firms gravitate toward markets offering greater regulatory
clarity, while U.S. partners demonstrate increased reluctance to enter
arrangements encumbered by poorly understood and asymmetric
compliance obligations.
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Toward Regulatory Alignment: Analytical Framework for Policy Reform

Nigeria can fix these regulatory gaps without giving up control over its data.
That would put it at the center of U.S. digital investment into Africa.

1.First, the NDPC should publish draft adequacy standards by Q2 2026,
calibrated to align with the USMCA framework’s treatment of cross-border
data flows. The United States does not require prior approval for outbound
data transfers; Nigeria could adopt a functionally equivalent mechanism by
establishing an expedited adequacy list, encompassing the United States,
Canada, and Japan as initial designations, within a twelve-month timeframe.
This would enable Nigerian fintech firms such as Opay and Paga to utilize
U.S. cloud infrastructure without incurring the case-by-case prior-approval
delays that currently extend to approximately 60 days per transaction.

2.Second, compliance costs should be recalibrated through the introduction
of a tiered audit system: entities handling fewer than 10,000 records would
be exempt from mandatory audit requirements, while those processing
between 10,000 and 50,000 records would be subject to biennial rather than
annual review. This approach brings Nigeria's framework into closer

alignment with the CCPA model, under which mandatory formal audits are
reserved for high-risk data processing activities.

3.Third, the establishment of a U.S.—Nigeria Digital Trade Working Group
should be pursued as a vehicle for achieving mutual recognition of
cybersecurity standards. Given that NIST CSF 2.0 is voluntarily adopted by
approximately 68 percent of U.S. organizations and functions as an informal
international benchmark, Nigeria’s Standards Organization could formally
recognize NIST-aligned frameworks as satisfying Nigerian requirements for
cross-border data handling. This would reduce duplicative compliance
obligations for platforms such as Flutterwave and Interswitch operating
across both jurisdictions.

4.Fourth, digital tax coordination warrants attention. Nigeria’s 7.5 percent
VAT on digital services should be waived for Nigerian firms utilizing U.S.
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infrastructure where annual expenditure does not exceed $500,000, thereby
preventing double taxation on firms already subject to U.S. obligations. The
United States has formally characterized Nigeria's digital services tax-
adjacent measures as trade barriers; calibrated exemptions would preserve
revenue flows for Nigeria while substantially reducing bilateral friction.

Taken together, these measures would materially improve investor
confidence and accelerate Nigeria's integration into global digital supply
chains.

Conclusion

This article has demonstrated that regulatory misalignment between Nigeria
and the United States imposes measurable and avoidable costs on fintech
firms, e-commerce platforms, and creative industries. The structural barriers
identified, divergent data transfer regimes, incompatible cybersecurity
standards, asymmetric compliance burdens, and uncoordinated digital
taxation, are not inherent features of the bilateral relationship but remediable
policy gaps. Aligning cross-border data transfer rules, adopting tiered audit
thresholds, achieving mutual recognition of cybersecurity standards, and
coordinating digital tax policy would, in combination, substantially reduce
regulatory friction and enhance the conditions for U.S. capital deployment in
Nigeria’s digital economy.

Nigeria’s ongoing consolidation of its data protection architecture, under the
Nigeria Data Protection Act and GAID 2025, presents a strategic opportunity
to embed harmonization principles at the formative stage of the regulatory
framework. The measures proposed in this article, adequacy determinations,
tiered compliance thresholds, cybersecurity mutual recognition, and targeted
tax coordination, are consistent with the broader comparative regulatory
literature on reducing friction in asymmetric bilateral trade relationships while
preserving developmental policy space. Translating these recommendations
into practice will require sustained engagement from policymakers,
regulators, and industry stakeholders in both countries. The governance
choices made in this period will shape the long-term trajectory of U.S.—
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Nigeria digital trade relations and determine whether Nigeria can realize its
potential as a leading hub in the global digital economy.
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